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No.

2020

5

29

2020

9

30

HTTP/HTTPS ( )

- (12000 14000 )

.1.19 firmware upgrade

.1.76 show running-config interface vlan
.2.42 poe ping address

.2.58 ip http session timeout

W w w w

2021

3

31

( )
(ApresiaLightMC-FX(APLMCFX), ApresiaLightMC-FX-PoE(APLMCFXPOE))

100BASE-FX
.1.34 show ddmi
.1.37 show interface transceiver
.1.38 show interface capabilities
.1.40 show interface status
.2.16 interface port
100BASE-FX

D W W W ww

2021

8

31

1-1 No.17 IP

1-1 No.38 Critical Event mode AIS
1-1 No.75 trap destination entries
1-2 No.1 IP Address

1-2 No.9 VLAN
1.3 1P MANAGE
1.3 1P
1.4Q0) IP
1.4(2) TELNET

2-2 inband interface

.18 firmware swap

.19 firmware upgrade

.28 reload

.45 show ip interface
.46 show ip route

.65 show poe

.43 poe ping fail-action
.44 poe ping interval retry
.53 ip address
TELNET/SSH

U W W W wwwww w
W NN NR R R RPB R R
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No.

RFC954 FTP Client

2022

7

8

.18 firmware swap

.19 firmware upgrade

.91 Ipt user-port advertise-wait
.92 Ipt

2023

12

28

1P

2024

12

20

N P |W N DN PP P

.84 show snmp trap
.117 snmp-server trap

2025

3

31

w
N

w
N

W W W W W W W W W W WWWwWwWwwwowwwowowowikrw wwow

W W W W wWw w w w w

N NN DN DNMNDNPFE AP FP PP PP PP PP PR

N DN DN DN DN DD

.13 copy

.21 link-oam

.22 logout

.24 no terminal editing

.25 no terminal exec-timeout

.26 no terminal length

.24 ping ip

.25 reload

.26 send

.38 show ip acd

.54 show logging

.59 show mac address-table user-port
.97 terminal width

.4 banner

.5 clock timezone

.6 clock summer-time date

.7 clock summer-time recurring

.28 link-oam variable-retrieve

.30 11dp med media-vlan policy-list (For PoE Model Only)

.46 poe reset (For PoE Model Only)
.47 poe schedule (For PoE Model Only)
.75 11dp med location-tlv elin-addr (For PoE Model Only)

.84 logging notification
.105 snmp-server access
.106 snmp-server community
.108 snmp-server engine-id
.109 snmp-server host

.112 shutdown

.113 version

.114 snmp-server location
.116 snmp-server trap
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No.

3.2.117 snmp-server user

3/144




ApresialLightMC ApresialLightMC-SX APLMCSX
ApresialLightMC-LX APLMCLX
ApresialightMC-BX20D APLMCBX20D
ApresialightMC-BX20U APLMCBX20U
ApresialLightMC-BX40D APLMCBX40D
ApresialLightMC-BX40U APLMCBX40U
ApresialLightMC-FX APLMCFX

ApresialLightMC-PoE ApresialLightMC-SX-PoE APLMCSXPOE
ApresialLightMC-LX-PoE APLMCLXPOE
Apresial ightMC-BX20U-PoE APLMCBX20UPOE
Apresial ightMC-BX40U-PoE APLMCBX40UPOE
ApresialLightMC-FX-PoE APLMCFXPOE
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0 ApresiaLightMC(-PoE)
ApresiaLight
ApresiaLightMC(-PoE) ApresiaLightFM ApresiaLightGM
ApresiaLightGM152GT ApresialLightGS

L

1.00.04 1.00.05
Ver. 1.00.05 /

APLMC-10005-RC004

5/144
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.10
1
.12
.13
.14
.15
.16
.17
.18
.19
.20

............................................................................... 4
............................................... 5
................................................................. 14
................................................................ 14
................................................................ 19

I e 20
.............................................................. 22
........................................................ 25
........................................................ 26
............................................. 28
................................................................ 28
.............................................................................. 28
...................................................................... 28

=0 I =010 1Y Y 28
................................................................ 29
.................................................................. 30
....................................................................... 33
................................................................ 33

clear access Management . . ...t e et e et et o e et e e e aaaeaeaaaaaa.an 33
o3 =TT i 013 (o] Y o 33
Lo =TT T T Vo 33
o3 =TT T ¢ J= Y o 34
clear 1P StatistiCS ..ottt c et cecaececaeaeae s 34
clear link-o0am StatistiCs ... .. ittt ca e 34
clear lldp statistics (For PoE Model Only) ... oiii i eaae 35
Lo 1=T= ¥ N T To o 35
clear mac address-table ... ... i 36
clear poe ping counters (For PoE Model Only) ... oo iieiri i ieean 36
Clear StatiStiCS - ..ottt et e 36
configure terminal ... .. . e 37
070} 0 )Y/ 37
01 = = 38
0 38
00 39
2 39
o L= o 39
FIrmware Upgrade - ..ottt e e e e aaaaaaa 40
=Y 1 o 42
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.21
.22
.23
.24
.25
.26
.27
.28
.29
.30
.31
.32
.33
.34
.35
.36
.37
.38
.39
.40
.41
.42
.43
.44
.45
.46
47
.48
.49
.50
.51
.52
.53
.54
.55
.56
.57
.58
.99
.60

00T 13 43
1170 43
ST 01 45
7= 0= o 46
7= 1 47
ShOW ACCESS MANAGEMENT . o et e e e et e e e e e e e e e e e aaeaeaaaancaaanaannnn 47
] 110V = Y -1 48
] 10 o o3 48
show clock detail ... .. e 49
L] 1100 Lo 11 49
L] 10 = U0 1= 50
£ 1T A= o] Y/ 50
show Interface TranSCeIVEN . . ..ottt a e a e caeacacaaaaaaann 51
show interface capabilities ... .. ..o i i i e e 52
show Interface StatisStiCS ... ... . ittt c i caaaaaa 53
show Interface Status ... ... ..ottt et e e cae e cacaa e 54
£ T 55
£ U 55
£ 2 o 56
Show TP INterface ..ot c e ceececaececaeaaaaaanaann 56
£ 0 (o U = 56
£ = 57
L] 0 =3 - U 53 o o 57
Show TP telnet ... e eaeceeaeeaaaaaaaan 58
£ 10T 58
] 10 T 120 7= T 59
show link-status-Tnformation .. ... ... it i i aeeaaaas 59
show 1ldp med media-vlan-policy (For PoE Model Only) ... ... ... .. ..o ..... 60
show 1ldp med remote-device (For PoE Model Only) ... ..o . oioiiiiaioo.. 60
show 1ldp neighbors (For PoE Model Only) .. ... .o 61
show 1ldp preempt (For PoE Model Only) - ... .. .o oo 61
show 1ldp statistics (For PoE Model Only) - ... .. oo i iann 62
£ 10V oo o T T 63
Show 10ggINg SEVEITTY - ..ot et e e e e 63
L] 1 oo o o o (o = o 64
L] 1 65
show mac address-table .. ... ... 65
show mac address-table USer-port ... ... .o ir i e eiaaaaaaaa 66
£ 10 1 o 66
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[ASIEN ST \C R\ SR (ST \)
o o1 A W N P

N = T = S e e e N i T e = = T = T = T T e S e S e S S S N T T e e

.61
.62
.63
.64
.65
.66
.67
.68
.69
.70
.71
.72
.73
.74
.75
.76
.77
.78
.79
.80
.81
.82
.83
.84
.85
.86
.87
.88
.89
.90
.91
.92
.93

show poe (For PoE Model Only) ... i i iaeceaaaaaaann 67
show poe auto-restart (For PoE Model Only) ... .o oo 67
Show PrivElege (.o e eeaaaaaaan 68
Show pProfile .o e e aaaaaaan 68
£ 0T 1110 T | - 68
] 10 A 1T T =Y o 69
£ 10T 11To T 1S 10 69
] 1O A 10 Y - Y 70
ShOW FUNNING=CONTEQ - .o et ettt e et e et e et ae e e caececaaaancaaanaannnn 71
show running-config feature .. ... ..o et c e iaecac e 72
show running-config Interface . ... ... i in i e ceecaaaaaans 73
show running-config TINe ...ttt et it c e caececaaaaeaaaanaaannn 73
£SO 74
SNOW SNMP ACCESS - - e e et e et e m et e e e e e e e e e m e e e m e an e eaa e 75
ShOW SNMP COMMUNETY - .o et e et et e et e et e e e ceeceaaececanaaaaaanaannnn 76
ShOW SNMP NOST - . o ettt et e et e et ceeceaaececanaaaaaanaaann 76
Show SNMP MID CONTEXT . ..ottt e et e et e et ceececeeceancaaaaanaaannn 77
show snmp mib Ifmib TFINdeX ... i e i ceaeaeaaaaa 79
Show SNMP SECUNTEY-T0-grOUP -« oo e e it e e e et e et e e ceceeceanceaaaanaaannn 79
L] ] 111« T o =T 80
L] ] 111 o T = 80
£ 0 ES] 1] T = 81
Show SYStem CPU STAtUS - ..ottt e et e et et et c e ececaececaecenaaaaeaananaenn 81
Show TeCh-SUPPOIt . . ot it c e eceececaecencaaaaaaanaann 81
Show terminal ... .t 82
Show USEr-privVIIege - .ot et c e eee e ceaaeaeaaaaaan 83
L] 10T T ol 83
L] 10 YT = o o 84
terminal editing ..o i e eeeeeeecaaaaaaan 85
terminal exec-timeouUt . . ... 85
terminal help ..o e e eeeeeeeeceaaaaaan 85
terminal length ... e e eeeeaeeeaeaaeaaaa 86
L= 101 0T 86

................................................ 88
ACCESS MANAQEMENT | . ettt it it it it o e oot e e e e e 88
access management CoNFagUIatioN . ... .. ittt e aaaa e 88
alarm history Clear ... e e 88
0 0] 0T 89
(o8 Ko To] QN B 111=37 ] o= 89
clock summer-time date . . ... ..ot eaaa e 90
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.10
A1
.12
.13
.14
.15
.16
.17
.18
.19
.20
.21
.22
.23
.24
.25
.26
.27
.28
.29
.30
.31
.32
.33
.34
.35
.36
.37
.38
.39
.40
.41
.42
.43
.44
.45
.46

.7 clock SUMMEr-Time FeCUITEING . o oo i e e et e e e c e e e e e e caac e aaaancaaaaaanann 91

L8 clock datetime . .. e e e 91
9 cpoe For PoE Model Only ..o e i e 92
o 1 92
00 92
2] o 93
2 93
=Y 1 o 93
0L T 93
L) =] g =T T 1 94
1= 2o 1 o] 1 95
01161 1= 95
BXCESSIVE-TESTaArT . . o e caeaaaaaaaa 95
Trame-1ength-ChecK . . ...t et e e ceececanceaaaanaaannn 96
link-oam critical-event-mode ... . ... ..o i 96
link-oam Link-monitor frame .. ... ... i i 96
link-oam link-monitor frame-Seconds . ... ... ..o iiii i i aa e 97
link-oam Tink-monitor unsupported ... ... iion i i e eiaececaaanann 97
link-oam link-monitor symbol-period ........ioiiii i e icaaean 97
I 1St o=1 11T0To = 98
link-oam remote-loopback supported ... ... .. ooi oo i e i ac e 98
link-oam variable-retrieve ... .. i 99
I1dp cdp-aware (For PoE Model Only) ... e eceaanaaaan 99
I1dp med media-vlan policy-list (For PoE Model Only) ... ... oiooiaao. 99
I1dp med transmit-tlv (For PoE Model Only) ... ... oiiiii i 100
I1dp med type (For PoE Model Only) ..o im e c e icaeaans 100
I1dp receive (For PoE Model Only) ... ii i e ceiceaanaans 101
I1dp tlv-select (For PoE Model Only) ... ..o i e aeaaas 101
I1dp transmit (For PoE Model Only) ... ii e c i cceaaas 101
I1dp trap (For PoE Model Only) ... i e ieceiceaaaann 102
0o o E 0] o) =T o 102
oo o o] o] =T o = Vo o) o 102
100p-Protect TX-MOOe . .ottt e et et e e 103
L 103
poe mode (For POE Model Only) .. ..o i e i acecaaaanaann 103
poe ping address (For PoE Model Only) ... .o i i e ceeaas 104
poe ping fail-action (For PoE Model Only) ... . oo 104
poe ping interval retry (For PoE Model Only) ... .o .o iiiimr i 105
poe power limit (For PoE Model Only) ... .o i e e ceeaans 105
poe restart (For PoE Model Only) ... e i e e e cecanaanannn 106
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.47 poe schedule (For PoE Model Only) ... o i i e ciaaaaaan 106
.48 rmon collection hIStOrY ...t e i e e aaaaecaaaaaaan 107
249 rmon collection Stats - ... ..o 107
0 01U (e o o 108
3 T 1T o 108
Y 1 - To o [ =21 108
.53 Ip http secure-certificate . ... ..o i i cecaeca i a e 110
.54 0p http secure-redireCt . ...ttt an e 110
.55 P hEEP SECUNE-SEIVEL . . et e e et e et e e c e c e a e ceaanaaaaaaanaannn 111
T 1V 111
.57 1P http SessSion TIMEOUL . . ..ot et e et e a e e cecaeceaancaaaaaanaaann 111
T = o 112
1 T T (= 1= 112
L0 0T 112
03 = o | o 112
LB2 eXEC-DANNer . . e 113
G EC (= o 11701 113
7 1S3 W] V=Y - 113
T 1= 010 o 114
G2 oo o o] o 114
LB7 MOtd-banner .. e 115
.68 privilege level .. e 115
269 HENK=0am <. o e e 115
.70 11dp holdtime (For PoE Model Only) ... i e ceececaeaaaan 116
.71 11dp med datum (For PoE Model Only) ... .o e icecaeaaaan 116
.72 11dp med fast (For PoE Model Only) ... i e ceececaeaanan 116
.73 11dp med location-tlv altitude (For PoE Model Only) ... . . ocooimoiaaao. 117
.74 11dp med location-tlv civic-addr (For PoE Model Only) ... .. .. ... .. ..., 117
.75 Ildp med location-tlv elin-addr (For PoE Model Only) ... ... ... .. .. .. ... 118
.76 Ildp med location-tlv latitude (For PoE Model Only) ... ... ... .. ... ... ... 118
.77 Ildp med location-tlv longitude (For PoE Model Only) ... .. .. .. . .. ... 119
.78 Ildp med media-vlan-policy (For PoE Model Only) ... ... .. . iioiioii... 119
.79 11dp reinit (For PoE Model Only) ... i i i ce e ceaaaaaan 120
.80 11dp timer (For PoE Model Only) .. .. i i c i c e caaaaaan 120
.81 1ldp transmission-delay (For PoE Model Only) ... . .. . ioioioaiiiiaaaaa, 121
.82 1090INg NOST - . oo e e e ae e 121
.83 1090iNng Hevel .. e e ae e 121
-7 Yoo o T aTo 4 To a8 o= 1 o] o 122
1T o o 1T o o 122
L o] e o = o 122
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2.87 loop-protect shutdown-tame . ... oot e et c i aeceacacacaaanaaaan 123
2.88 loop-protect transmit-time .. ..ottt oo i e o e c e e e aaaaa 123
2.89 Ipt Th-port advertise-walt .. ... .ottt et e a e c e e c e 123
2.90 Ipt user-port advertise-walt ... ... oottt aaaaaaaan 124
2 0 124
4 3o T 125
4 T 4 o 125
FA 7 1 =] - 125
2.95 poe management mode (For PoE Model Only) ... .o m o aaaae 125
FZA e LG T o Y =T T 126
22 A o (o 1 = 127
228 1 =Y - 1 127
2.99 alarm all ... e e eaaaaaeaaaaaa 127
B2 0 o 11 128
D220 0 0 T (0] 128
2002 rmon Alarm .. e e e e e e eeeaaaaaaaan 129
B2 0 1] =Y =T o 130
B 111 RS - 131
2.105 SNMP-SEIVEE BCCESS . oot e e et e e e e e e e e e e e e e e e 131
2.106 snmp-Server COmMMUNETY . ..o e ot et o e e e o e c e ceececaececanaanaaaanaanannn 132
2.107 snmp-Server CONtaCT .. .. ..ottt it ot a e ot c e c e c e 133
2.108 snmp-server engine-T0d ... ..ot i it e e e e e e e aaaaaaaaaan 133
2.109 snmp-Server hoSt ... ..ot a e e e e eeceae e 133
22 0 4T 3 w1 Z U o= T3 134
20 R 4 0] 11 134
s 2~ 00 o o 134
0 T TRV =T (= '] 135
2.114 snmp-server BoCation ... ... ..ot a e ceeceaeceaaaaaan 135
2.115 snmp-Server SeCUrity—T0-groUp - ..o et e et e e d e 136
B B G TS 1111 ST V7= i o = o 136
2,107 SNMP-=SEIVEE USEI . oot e e e e e e e e e e e e e e e eaeaaaeaaaaaaaaaaaaaaaaaanann 137
2,118 SNMP-SEIVEE VEBW - oot o et e o et e et e et e e e e e e e e e 137
0 I e U1 T T U 138
.................................................................... 139
.............................................................. 140

LED e 140
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TELNET/SSH e e aaaaan 141
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R3] 141
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3
Web GUI (sw )
1.1
1-1
copy
reload default
1-1
No
1 system hostname
2 contact
System
3 mib-2 system name (hostname)
4 location
Z Admin account | system adpro
7
. User account | system
9 | Factory ap_recovery
10 | initialize systen
1 / Auto-Nego( )
All Ports 1)
12 Enabled( )
13 | port MTU ( ) 9600 bytes
14 User Port USER Port
15 LH Port port description LH Port
16 Mng Port Management Port
MANAGE 10.x.y.z/8 @ vlan 1
manage MAC
o ol EH = /USER | Disabled( )
(inband) | (no ip address)
18 | " systen DHCP Disabled( )
19 Disabled(
20 TELNET Disabled( )
21 SSH Enabled( )
22 | Syslog system Disabled( )
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No

23 IP
24 informational
25 ( ) UDP Port 514
26 5( )
27 systen 180( )
28 | Loop-protect Disabled( )
29 Shutdown
per port ( )
30 loop-protect tx-mode Enabled( )
31 statistics
32 history
RMON system

33 alarm
34 event
35 system EFM-0AM control Enabled( )
36 EFM-0AM Enabled( )
37 Loopback Support Disabled( )
28 Link Monitor Support Enabled( )

Critical Event mode AIS Disabled( )
39 Error Frame Event/Error Window 1
40 Error Frame Event/Error Threshold | 1
" Link-OAM LH Port Symbol Period Error Event/Error )

Window
2 Symbol Period Error Event/Error 1

Threshold
23 Seconds Summary Event/Error 60

Window
a4 Seconds Summary Event/Error 1

Threshold
45 vlan ID VID=1
46 vlan name Vanage

(MANAGE )
47 | VLAN system vlan ID VID=2
Inband
48 vlan name (LH /USER
)

49 | LLDP system Tx Interval 30C )
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No

50 Tx Hold 4C )
51 Tx Delay 2( )
52 Tx Reinit 2( )
APLMC:
i Disabled( )
53 Ildp transmit
APLMCPOE:
Enabled
User Port ¢ )
APLMC:
i Disabled( )
54 I1dp receive
APLMCPOE:
Enabled( )
55 Ildp transmit Disabled( )
LH, Mng Port - -
56 I1dp receive Disabled( )
57 trap Disabled( )
ALl Ports
58 cdp-aware Disabled( )
no default
59 | Route system 1Pv4
route/gateway
60 NTP Disabled( )
61 system NTP IP 0.0.0.0
NTP Y ( )
62 JST 9
63 system UDP Port 123
64 httpd (HTTP Server) Enabled( )
Enabled(
65 https (
HTTP system
"HTTPS™)
66 httpd HTTP Port Port 80
67 httpd HTTPS Port Port 443
68 TAC system aging-time 300C )
69 system learning vlan 1 4094
70 snmp-server Enabled( )
i v3 (v2c and vl both
71 version )
activated)
ublic (read-onl
SNMP system i P ) ( 2
72 community v2c private (read and
write)
73 version v3 (user/view/group) empty (no config)
74 trap Disabled( )
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No

4 entries exist,

(trap-01)
trap-02
75 trap host entries (trap-02)
(trap-03)
(trap-04)
all disabled
76 trap port UDP Port 162
77 SNMP Agent (listen) UDP Port 161
78 storm control unicast Disabled( )
79 | QoS system storm control multicast Disabled( )
80 storm control broadcast Disabled(
81 | DDMI system ddmi Enabled( )
82 PoE Enabled( )
83 PoE PoE+(IEEE 802.3at)
User port
84 PoE 30.0(W)
85 PoE
86 system CPOE (Continuous PoE) Enabled( )
all intervals
87 system PoE ON/OFF
PoE enabled
88 Auto checking Disabled( )
89 Auto checking ping interval 30( )
90 Auto checking ping retry 3 pings
User Port
91 Auto checking power off interval | 60( )
i ) i PD
92 Auto checking Failure Action
(power cycle)
93 Console 10(C )
Session TELNET
94 TELNET 10 )
Timeout
95 SSH SSH 10 )
96 HTTP/HTTPS | HTTP/HTTPS 5C )
97 User Port USER Enabled( )
98 | Alarm Profile | LH Port LH Enabled( )
99 Mng Port MANAGE Disabled( )
100 system Enabled( )
101 | LPT User Port User port Advertise Wait Time 0C )
102 LH Port LH port Advertise Wait Time 0C )
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1-1) ApresialLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE( APLMCFXPOE)
LH 100M Full
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1.2

1-2
1-2
No
IP Address 1Pv4 VLAN 2
FDB (MAC Address Table) MAC 4095
Static Route 1Pv4 32
4 User Account 13
5 CLI TELNET TELNET
6 |CLI SSH SSH
7 |CLI Session Number CLI 16
8 |Web Session Web 4
9  |VLAN Number VLAN 2
10 |NTP Server NTP 5
11 |SYSLOG Server SYSLOG 1
12 |MTU 9600(byte)
13 |SNMP Server SNMP 1
14 |SNMP Trap host entries Trap 4
15 |SNMP v1/v2c community vty 0 15 32
16 |SNMP v3 User Account SNMPv3 32
17 |Logging Size 14000( )
18 |Command History (Session) 60( )
19 |Command History (Flash) 60( )
20 |SSL Certificate SSL 1
21  |PoE Maximum Power PoE 30.0(W)
0 TELNET
4 SSH 4 Web GUI 4 13
CPU
0 14,000
0 IP 2 ( 1 (MANAGE )
(MANAGE ( ) 1 )
(LH /USER ( 1
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1.3 IP

IP MANAGE
1P
'6)) 1P
1P 1 10 4 MAC
3 16 10
MAC 00:40:66:0A:0B:0C IP 10.10.11.12
MAC P
00:40:66: 0A - 0B : OC I:> 10 .10 .11 .12
A R o T T T
16 10
@
8 255.0.0.0
) IP
IP
o
APRESIA Systems, Ltd. .
MODEL :APLMC
RATING:12V=== 0.4A me e
SERIAL No. 30326YYYXXXX Rev.A i
PO 0 O O D 0 O L
MAC ADDRESS 004066 : XXXXXX -
LR O A o
Default IP:10.XX.XX.XX/8 € i
A \
A ~ —
IP
DATE:YYYY-MM MADE IN TAIWAN
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0 IP (MANAGE ) VLAN default(vid=1
vid=1 vid IP

G [APLMC 1.00.04 ]
IP (MANAGE /USER JLH )

VLAN default(vid=1

0 TELNET TELNET
0 LH ~ USER NNG

MAC
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1.4
@

| s ) |

| (1.6 ) |

| on |

LED
PWR LED

Enter

ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface

Firmware: 1.00.07
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.

Press the <TAB> or <?> key any time you lose the direction

Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.

Press ENTER to get started
Username:

Password:
#
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.2.1 )

adpro pass1234

# configure terminal
(config)# username adpro privilege 15 password unencrypted passl1234

|

IP 1P
MANAGE IP USER/LH IP
10.1.1.1/16 10.10.1.1/16
(config)# interface manage (config)# interface inband
(manage-config)# ip address 10.1.1.1 (manage-config)# ip address
255.255.0.0 10.10.1.1 255.255.0.0
(manage-config)# end (manage-config)# end
)
2 )
!

# copy running-config startup-config
Building configuration...
% Saving 2220 bytes to flash:startup-config

#
!
#logout
!
OFF
!
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(2) TELNET
TELNET

LAN 1P

1P TELNET

)telnet 10.1.1.1
(UserName: )

.2.1 )

@ )

TELNET
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1.5

1-3

1-3

1-4

ANSI X3.64/VT100

80 x24 /

1-4

8 bit/

1 bit

9,600 bps
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(
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RS-232C

.—. 2z 7~

Y
s ....
i
-...

RS-232C
( )

1-1 RS-232C

1-2 1-5 RJ-45

it

1-2 No.

No.

RS(RTS)

ER(DTR)

SD

SG -

SG -

RD

DR(DSR)

O IN o oW IN |-

CS(CTS)

RS-232C
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RS232C ( RJ-45/ D-SUB9 )
RS-232C 1-6
1-6 RS-232C D-SUB9 -9
(RI-45) (D-SUB9)
1 RS(RTS) 7 CS(CTS)
2 ER(DTR) 4 DR(DSR)
3 SD(TXD) 3 RD(RXD)
4 SG(GND) 5 SG(GND)
5 SG(GND)
6 RD(RXD) 2 SD(TXD)
7 DR(DSR) 6 ER(DTR)
8 CS(CTS) RS(RTS)
5 4 3 2 1
o O O O
12345678 O OO0 O
AL —
RJ-45 «C ) D-SUB9 «C )
0 10BASE-T/100BASE-TX/1000BASE-T Ethernet




/
2.1
3 2-1
2-1

< >

AlB A B

[1]

{1} 1

O
2.2
2.2.1

login adpro

ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface

Firmware: 1.00.07
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.

Press the <TAB> or <?> key any time you lose the direction

Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.

Press ENTER to get started
Username: adpro

Password:
#

2.2.2 ap_recovery
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ap_recovery

ap_recovery

Warning for security

Press ENTER to get started

Username: ap_recovery
Password:

« )

Starting application...

ApresialLightMC Gigabit Ethernet Media Converter
Command Line Interface

Firmware: 1.00.07
Copyright(c) 2020 APRESIA Systems, Ltd. All rights reserved.

Press the <TAB> or <?> key any time you lose the direction

Please change default password for login account as soon after start using.

And also, please set access-allowed IP address to avoid incorrect access
by using access management function.

2.2.3
CLI
2-2
2-2
( Exec )
T #
( Config ) Exec : configure terminal
: (config)#
IP Management interface
Config . interface manage
(MANAGE ) : (manage-config)#
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(LH /JUSER

Config

inband interface
. interface inband
- (manage-config)#

Config

Ethernet interface
: interface <type> <port_num>
: (config-iH)#

Config

Terminal line
: line { console | vty } <line_num>
: (config-line)#

SNMP

Config

SNMP
. snmp-server host <host-name>
: (config-snmps-host)#

Config

Profile alarm
: profile alarm
: (alm-profile-config)#

2.2.4
2.2.4.1

2.2.4.2
€Y

( ) “copy running-config startup-config”

‘# copy running-config startup-config

!
‘ #coprs
@ [?]
71
[TAB]
“ sa” “ save”
)
[ # cop[TAB]
!
[ # copy
2.2.4.3
“ copy running-config startup-config”
)
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#

# copy running-config startup-config
Building configuration...
% Saving 2493 bytes to flash:startup-config

2.2.4.4

2.2.4.5

2-3

Delete

Backspace
/CTRL-H

HOME/CTRL-A

END/CTRL-E

CTRL-P

Tab

2-4

CTRL+C

CTRL+Z

Exec

Del/CTRL-D

CTRL-N

CTRL-U/CTRL-X

CTRL-K
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CTRL-W

q

Insert

/g

Enter
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0 (Ver. 1.00)

3.1
show

3.1.1clear access management

clear access management statistics

# clear access management statistics
#

3.1.2 clear history log

clear history log

RAM

# clear history log
#

3.1.3clear ip acd

clear ip acd
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# clear ip acd
#

3.1.4clear ip arp

ARP

clear ip arp

ARP

# clear ip arp
#

3.1.5clear ip statistics

clear ip statistics

# clear ip statistics
#

3.1.6 clear link-oam statistics

EFM-O0AM

clear link-oam statistics [ interface ( <port_type> [ <plist>1]) ]

<port_type>

MANAGE : FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1

USER 1 1/1

LH 172
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LH EFM-O0AM

# clear link-oam statistics interface GigabitEthernet 1/2
#

3.1.7 clear lldp statistics (For PoE Model Only)

LLDP
clear Ildp statistics { [ interface ( <port_type> [ <plist>] ) ] |
global }
<port_type>
MANAGE . FastEthernet
USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1
USER 1 1/1
LH 172
LLDP
LH LLDP
# clear 1ldp statistics interface GigabitEthermet 1/2
#

3.1.8clear logging

clear logging [ informational ] [ notice ] [ warning ] [ error ]

informational | Severity 6:

notice Severity 5:

warning Severity 4:

error Severity 3:
RAM

syslog
syslog

35/144



Severity 4:

# clear logging warning
#

3.1.9 clear mac address-table

MAC

clear mac address-table

MAC
MAC

MAC

# clear mac address-table
#

3.1.10 clear poe ping counters (For PoE Model Only)

PoE ping

clear poe ping counters

PoE ping

# clear poe ping counters
#

3.1.11 clear statistics

1

clear statistics [ interface ]| ( <port_type> [ <v_port_type list>])

<port_type>
MANAGE . FastEthernet
USER LH
GigabitEthernet

<v_port_type list>
MANAGE /1
USER 171
LH 172
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LH

# clear statistics iInterface GigabitEthermet 1/2
#

3.1.12 configure terminal

Config

configure terminal

Config

# configure terminal
(config)#

3.1.13 copy

copy { startup-config | running-config | <source_path> }
{ startup-config | running-config | <destination_path> }
[ syntax-check ]

startup-config

running-config

<source_path> FLASH TFTP/FTP

Syntax:

<flash:filename |
tftp://server/path-and-filename |
Ttp://user:passwd@server:port/path-and-filename

> 21 FTP
A Z a 2) © 9 ¢)
¢-) @) 63
<destination pa | FLASH TFTP/FTP Sytax:
th> <flash:filename |

tftp://server/path-and-filename |
ftp://user:passwd@server:port/path-and-filename
>
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syntax-check

copy
running-config startup-config

# copy running-config startup-config
Building configuration...

% Saving 2060 bytes to flash:startup-config
#

0

3.1.14 delete

delete <path>

<path> : <flash:filename>
copy

delete

# delete flash:startup-config
#

3.1.15dir

dir
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# dir
Directory of flash:

rw 2020-05-22 00:00:42
r- 1970-01-01 00:00:11
rw 2025-01-01 00:00:11
rw 2025-01-01 00:00:11
rw 2025-01-01 12:00:11

5 files, 3233 bytes total.

296 .ca
871 default-config
6 shiftTime
0 history_cnd _log
2060 startup-config

Flash size: 585728 bytes (0.6 MiB)
Flash free: 557056 bytes (0.5 MiB)

#
3.1.16do
Config Exec
do <command>
<command> Exec
Config Exec
# do logout
#
3.1.17 exit
1
exit
Config

#

(config)# exit

3.1.18 firmware swap

firmware swap
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# Firmware swap
Backup image activated, now rebooting.

0 USER /LH /MANAGE

o Ver. 1.00.05 /

Ver. 1.00.05
APLMC-10005-RC004

MANAGE IP USER
LH IP

3.1.19 firmware upgrade

firmware upgrade <url_file>

<url_file> :
<protocol>://[<username>[ :<password>]@]<host>[:<p
ort>][/<path>]/<file_name>

tftp://admin:passl1@10.1.1.5:69/foldername/APLMC 1
.00.07.1img

space!"#$%&" O*+ /:;<=>70 [¥] ~{I}
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(A Z a 2)
© 9 ) @) Q)
O 63
CRC
running-config
< >
« 7 )
/
2
IP 10.249.10.120 TFTP verl1.00.07

# Firmware upgrade tftp://10.249.10.120/Tw/APLMC_1.00.07.img
Downloading. . .

Got 9972736 bytes

Starting flash update - do not power off device!
Erasing flash...done

Programming flash. . .done

Swapping images. . .done

0 USER /LH /MANAGE

0 LH @ )
Ver. 1.00.05 /
0

Ver. 1.00.05
APLMC-10005-RC004

MANAGE IP USER
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LH IP

3.1.20 help

help

help

# help

Help may be requested at any point in a conrmand by entering

a question mark "?°. If nothing matches, the help list will

be empty and you must backup until entering a "?" shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. "show ?*) and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g- “show pr?=.)

#

3.1.21 link-oam

EFM-O0AM

link-oam remote-loopback { start | stop } interface <port_type>
[ <v_port_type_list> ] <count> <interval> <len>

start

stop

<port_type>

MANAGE : FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE :1/1

USER  1/1
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LH 172
<count> 1 1000
<interval> 1 10
<len> 64 1500
EFM-0AM
LH EFM-0AM 64 1

# link-oam remote-loopback start interface GigabitEthermet 1/2 4 1 64
#

EFM-LOOPBACK 64 data byte

1 64 bytes transmitted : time=2ms data OK

2 64 bytes transmitted : time=1ms data OK

3 64 bytes transmitted : time=2ms data OK

4 64 bytes transmitted : time=2ms data OK

———— 00:40:66:€0:a7:42 EFM-LOOPBACK Statistics (Completed) ——-

4 packets transmitted, 4 packets received(0 data NG), 0.00% packet loss
#

0 EFM USER /LH

3.1.22 logout

logout

# logout

3.1.23 more

more <path>
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<path>

FLASH TFTP/FTP
:<flash:filename |
tftp://server/path-and-filename |
ftp://user:passwd@server:port/path-and-filename>
21 FTP

(A

Z a 2) © 9 ) Q)
O 63

more

# more fTlash:default-config

1 Default configuration File
!

1
I This file is read and applied

ip http secure-server
ip http secure-redirect

vian 1

1

snmp-server host trap-01
snmp-server host trap-02
snmp-server host trap-03
snmp-server host trap-04

!

clock timezone JST 9

1

interface FastEthernet 1/1
description Management Port
!

interface GigabitEthermet 1/1
description USER Port

1

interface GigabitEthermet 1/2
description LH Port

inmediately after the system configuration is

I reset to default. The file is read-only and cannot be modified.

banner motd *Warning for security
Please change default password for login account as soon after start using.
And also, please set access-allowved IP address to avoid Incorrect access
by using access management function."

44/144




interface inband
no ip address

!

profile alarm
alarm 101 unmask

alarm 102 unmask
1

end
#

3.1.24 ping ip

ping

ping ip { <ip_addr> } [ ttl <ttl value> ] [ repeat <count> ] [ { saddr
<src_addr> | sif { <port_type> <src_ift> } } ] [ size <size> ] [ data

<data value> ] [ { verbose | quiet } ]

<ip_addr> 1Pv4
<ttl_value> 1Pv4 TTL(TTL) IPv4TTL:1-255;
64
<count> 11 60;
5
<src_addr>
<port_type>
MANAGE : FastEthernet
USER LH : GigabitEthernet
<src_if>
MANAGE :1/1
USER 171
LH : 172
<size> <2 1452> ;
56(MAC 1P ICMP )
<data value> <0 255>
0 255; 0
verbose
quiet
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IP 10.249.10.120 ping

# ping 1p 10.249.10.120

PING 10.249.10.120 (10-249.10.120): 56 data bytes

64 bytes from 10.249.10.120: seg=0 ttl=126 time=4.650 ms
64 bytes from 10.249.10.120: seg=1 ttl=126 time=3.605 ms
64 bytes from 10.249.10.120: seg=2 ttl=126 time=4.363 ms
64 bytes from 10.249.10.120: seq=3 ttl=126 time=5.474 ms
64 bytes from 10.249.10.120: seg=4 ttl=126 time=5.330 ms

-—-10.249.10.120 ping statistics ——

5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 3.605/4.684/5.474 ms

#

3.1.25 reload

reload { cold | defaults | ip }

cold

defaults
ip IP

# reload cold
% Cold reload in progress, please stand by.

# reload defaults

% Reloading defaults. Please stand by.

# copy running-config startup-config
Building configuration...

% Saving 1162 bytes to flash:startup-config
#

o USER /LH /NANAGE

0 (reload cold ) EFM-0AM (dying gasp
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) (1.00.05 )
0 (reload cold )
copy
( )
3.1.26 send
CLI

send { * | <session_list> | console 0 | vty <vty list> } <message>

* CLI

<session_lis | <0 16> CLI (

> )

console 0

<vty list> <0 15> VTY

<message> 1 128

C message ¢ C message
CLI “0( )’ hello

c

# send O c hello c

*** Message from line 1:
hello

#

3.1.27 show access management

show access management [ statistics | <access id_list> ]

statistics

access_id list
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# show access management
Access management mode is disabled

Wz WEB/HTTPS
S: SNWP
Tz TELNET/SSH

ldx Start IP Address End IP Address WST

1 10.249.10.120 10.249.10.120 YYY
#

3.1.28 show alarm

show alarm { current | history }

current

history

# show alarm current

SegNo ID Description State Time

1 101 Link dom on USER Port Set 2023-12-22 09:00:29+09:00
2 102 Link dowm on LH Port Set 2023-12-22 09:00:29+09:00
#

3.1.29 show clock

show clock

# show clock
System Time  : 2025-01-01 12:00:00+09:00

#
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3.1.30 show clock detail

show clock detail

Timezone :
Timezone Offset

#

# show clock detail
System Time :

2025-01-01 12:00:00+09:00

: 5400 ( 540 minutes)

Timezone Acronym : JST

Daylight Saving Time Mode : Disabled
Daylight Saving Time Start Time Settings :

Week -1
Day 1
Month -1
Date i
Year :2014
Hour 0
Minute -0
Daylight Saving Time End Time Settings :
Week -1
Day 21
Month -1
Date 1
Year =2097
Hour 0
Minute :0

Daylight Saving Time Offset : 1 (minutes)

3.1.31 show ddmi

DDMI

show ddmi

DDMI
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# show ddmi
Current mode: Enabled
#

ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)

3.1.32 show hardware

show hardware

# show hardware
hardware

HARDWARE INFORMATION

HW Status
Power Input Normal
Temperature-PSE 5 C
PD OFF

#

3.1.33 show history

show history [ log ]

log

# show history
show running-config
configure terminal
exit
show history
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3.1.34 show interface transceiver

show interface ( <port_type> [<v_port_type list> ] ) transceiver
<port_type>
MANAGE : FastEthernet
USER LH : GigabitEthernet
<v_port_type_
list> MANAGE :1/1
USER /1
LH : 172
LH
# show interface GigabitEthemet 1/2 transceiver
GigabitEthermet 1/2
Tranceiver Information
Vendor = FINISAR CORP.
Part Number - FTLF8519P3BNL
Serial Number : PG5BYEB
Revision T A
Date Code 1 2021-08-14
Transceilver - 1000BASE _SX
DDMI  Information
+ : high alarm, + : high waming, - - low warming, —- : low alarm.
Tx: transmit, Rx: receive, mA: milliamperes, mV: milliwatts.
current High Alarm High Warmm Low Warn Low Alarm
Threshold Threshold Threshold Threshold
Temperature(C) 42.883  95.000 90.000 -20.000 -25.000
Voltage(V) 3.3035 3.9000 3.7000 2.9000 2.7000
Tx Bias(mAd) 6.294 17.000 14.000 2.000 1.000
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Tx Power(dBm) -4.90 -2.00 -2.00 -11.02 -11.74
Rx Power(dBm) -6.80 1.00 -1.00 -18.01 -20.00
#
ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)

‘[l' LH

3.1.35show interface capabilities

show interface ( <port_type> [ <v_port _type list> ] ) capabilities

<port_type>

MANAGE : FastEthernet

USER LH . GigabitEthernet
<v_port_type_
list> MANAGE :1/1

USER D 1/1

LH 172

USER (PoE )

# show interface GigabitEthemet 1/1 capabilities
GigabitEthermet 1/1 Capabilities:

Speed: 10,100,1000,auto
Duplex: half,full,auto
Inline power: yes
#
ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)  LH 100M Full 100BASE-FX SFP

100M Full
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ApresiaLightMC-FX(

APLMCFXPOE)

USER

3.1.36 show interface statistics

APLMCFX)

ApresiaLightMC-FX-PoE(
10M/100M

show interface ( <port type> [ <v_port type list> ] ) statistics
[ { packets | bytes | errors | discards | filtered | { priority
[ <priority vOto7> ] }}1 [ {up | down } ]

<port_type>

MANAGE : FastEthernet
USER LH : GigabitEthernet
<v_port_type_
list> MANAGE /1
USER /1
LH :1/2
packets
bytes
errors
discards
filtered
<priority v 0
_to 7>
up
down
LH
# show interface GigabitEthemet 1/2 statistics
GigabitEthermet 1/2 Statistics:
Rx Packets: 0 Tx Packets: 0
Rx Octets: 0 Tx Octets: 0
Rx Unicast: 0 Tx Unicast: 0
Rx Multicast: 0 Tx Multicast: 0
Rx Broadcast: 0 Tx Broadcast: 0
Rx Pause: 0 Tx Pause: 0
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Rx 64:

Rx 65-127:
Rx 128-255:
Rx 256-511:
Rx 512-1023:
Rx 1024-1526:
Rx 1527-

Rx Priority O:
Rx Priority 1:
Rx Priority 2:
Rx Priority 3:
Rx Priority 4:
Rx Priority 5:
Rx Priority 6:
Rx Priority 7:

Rx Drops:

Rx Undersize:
Rx Owversize:
Rx Fragments:
Rx Jabbers:
Rx Filtered:
#

O O O O o oo

Rx CRC/Alignment:

O O OO O o oo

Tx 64:
Tx 65-127:
Tx 128-255:
Tx 256-511:
Tx 512-1023:
Tx 1024-1526:
Tx 1527-

0]

0 Tx Late/Exc. Coll.:

0]

o O O O

TX Priority O:
TX Priority 1:
TXx Priority 2:
TX Priority 3:
TX Priority 4:
Tx Priority 5:
TX Priority 6:
TX Priority 7:

Tx Drops:

O O OO o o o

O O OO oo o o

o O

3.1.37 show interface status

show interface ( <port type> [ <v_port_type list> ] ) status

<port_type>

MANAGE : FastEthernet

USER LH : GigabitEthernet
<v_port_type_
list> MANAGE /1

USER :1/1

LH 172

LH
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# show interface GigabitEthemet 1/2 status

Interface Mode Speed & Duplex Max Frame Excessive Link
GigabitEthermet 1/2 enabled Auto 9600 Discard 1Gfdx Fiber
Interface Advertise MDI(X) config / Stat

GigabitEthermet 1/2 1G/F

#
ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)  LH 100M Full 100BASE-FX SFP
100M Full
ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)  USER 10M/100M
3.1.38 show ip acd
show ip acd
3.1.39 show ip arp
ARP (ip mac )
show ip arp
ARP (ip mac )
# show ip arp
10.249.31.1 via VLAN1:00-40-66-c7-4b-d5
#
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3.1.40 show ip http

HTTP

show ip http

HTTP

# show ip http

System™s secure HTTP web server is enabled
System®s secure HTTP web redirection is enabled
System®™s secure HTTP certificate is presented
Current session timeout is 300 (sec)

#

3.1.41 show ip interface

IP
show ip interface
IP /
# show ip interface
MAC address: 00-40-66-e0-a6-d6
Mode: default
IP Address Subnet Mask
manage 10.249.31.9 255.255.255.0
MAC address: 00-40-66-e0-a6-d6
Mode: default
IP Address Subnet Mask
inband 10.249.32.10 255.255.255.0
#

3.1.42 show ip route

1P

show ip route
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#

# show iIp route
0.0.0.0/0 via 10.249.31.1 <UP GATEWAY>
10.249.31.0/24 via VLAN1 <UP>
10.249.32.0/24 via VLAN2 <UP>

0 MANAGE /USER /LH
3.1.43 show ip ssh
Secure Shell
show ip ssh
Secure Shell
# show ip ssh
System™s SSH is enabled
#
3.1.44 show ip statistics
IPv4
show ip statistics
IPv4
# show ip statistics
IPV4 system statistics:
Rx Packets: 12398 Tx Packets: 3010
Rx Octets: 570753 Tx Octets: 200773
Rx Unicast: 3269 TX Unicast: 3010
Rx Multicast: 9129 TX Multicast: 0
Rx Broadcast: 0 TX Broadcast: 0
Rx Discards: 0 Tx Discards: 0
Rx ReasmOKs: 0 Tx FragOKs: 0
Rx ReasmReqds: 0 Tx FragCreates: 0
Rx ReasmFails: 0 Tx FragFails: 0
Rx Delivers: 3269
Rx HdrErrors: 0
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Rx Truncated:

#

Rx AddrErrors:
Rx UnknProtos:

9129

3.1.45 show ip telnet

Telnet

show ip telnet

Telnet

#

# show ip telnet
System™s TELNET is enabled

3.1.46 show line

CLI

show line [ alive ]

alive CLI

CLI

# show line alive
Line is con O.

Alive from Console.
Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
Display Day banner is enabled.
Terminal length is O.
history size is 60.
exec-timeout is O min O second.

Current session privilege is 15.
Elapsed time is 0 day 10 hour 10 min O sec.
Idle time is 0 day 10 hour 10 min O sec.#
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3.1.47 show link-oam

EFM-O0AM

show link-oam { [ status ] [ link-monitor ] [ statistics ]
[ remote-loopback ] }

status

link-monitor

statistics

remote-loopb
ack

EFM-O0AM
# show link-oam status
Type Local configuration Remote configuration
MAC Address 00:40:66:e7:ea:ab 00:40:66:€9:10:34
Vender(OUl) 00:40:66 00:40:66
Discovery status SEND_ANY_STATE SEND_ANY_STATE
Power status - Up
User—-port status - -
Critical Bvent - Up
Link status - Up
OAM Version 01 01
OAM Mode Active Active
Unidirectional Unsupported Unsupported
Remote loopback Supported Supported
Link monitoring Supported Supported
Variable retrieval Supported Supported
#

3.1.48 show link-status-information

LH/USER

show link-status-information
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LH/USER
LH

# show link-status-information

local LH port Link Fault . detect
remote LH port Link Fault
remote USER port Link Fault -
remote Power Fault -
#

3.1.49 show 1ldp med media-vlan-policy (For PoE Model Only)

LLDP med

show 1ldp med media-vlan-policy [ <v_0 _to 31> ]

<v_0_to_ 31> <0 31> ID
LLDP med
# show Ildp med media-vlan-policy
Policy Id Application Type Tag Vlan ID L2 Priority DSCP
0 Voice Untagged - - 0
#

3.1.50 show 1ldp med remote-device (For PoE Model Only)

LLDP-MED

show 1ldp med remote-device [ interface ( <port_type>
[ <port_list>] ) ]

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER 1 1/1

LH 172
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3.1.51 show Ildp neighbors (For PoE Model Only)

LLDP

show 1ldp neighbors [ interface ( <port_type>
[ <v_port_type list> ] ) ]

<port_type>
MANAGE . FastEthernet
USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1
USER 11
LH : 172
LLDP
# show Ildp neighbors
Local Interface . GigabitEthermet 1/1
Chassis ID = 00-40-66-E7-EA-A5
Port ID 1
Port Description : GigabitEthermet 1/1
System Name :
System Description - 1.00.07 2023-12-22 11:18:34+08:00
System Capabilities : Bridge(+)
Management Address : 10.249.31.5 (IPv4) - if-index:1
PoE Type - PSE Device
PoE Source - Primary Power Source
PoE Power 0.0V
PoE Priority > Low Priority
#

3.1.52 show 1ldp preempt (For PoE Model Only)

LLDP

show Ildp preempt [ interface ( <port_type> [ <v_port_type list>]) ]

<port_type>
MANAGE . FastEthernet
USER LH : GigabitEthernet
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<v_port_type
_list> MANAGE
USER
LH

:1/1
:1/1
:1/2

LLDP

# show Ildp preempt

#

Local Interface : GigabitEthermet 1/1

3.1.53 show Ildp statistics (For PoE Model Only)

LLDP

show Ildp statistics [ interface ( <port_type>
[ <v_port_type list>] ) ]

<port_type>

MANAGE : FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER 1 1/1

LH 172

LLDP
# show Ildp statistics
LLDP global counters
Neighbor entries was last changed at 2025-03-10 21:57:24+09:00 (159360 secs. ago).-
Total Neighbors Entries Added 1.
Total Neighbors Entries Deleted 0.
Total Neighbors Entries Dropped 0.
Total Neighbors Entries Aged Out 0
LLDP local counters
Rx TX Rx Rx Rx TLV ~Rx TLV  Rx TLV
Interface Frames Frames Errors Discards Errors  Unknown Organiz. Aged
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FastEthermet 1/1 0 0 0 0 0 0 0 0

GigabitEthermmet /1 59116 26583 O 0 0 0 0 0
GigabitEthermet 172 0 0 0 0 0 0 0 0
#

3.1.54 show logging

show logging <log_id>

<log_id> <1-4294967295> ID

# show logging
The system logging host mode is enabled
The system logging host address is null
The system logging level is informational
Number of entries on the system 1:
Error 0
Waming -0
Notice 2
Informational : O
All 2
ID Level Time & Message
1 Notice 2023-12-24 09:00:00+09:00
LINK-UPDOWN: LH Port Link Down.
1 Notice 2023-12-24 09:01:00+09:00
LINK-UPDOWN: LH Port Link Up.

!

3.1.55show logging severity

show logging [ informational ] [ notice ] [ warning ] [ error ]
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[ reverse ]

informationa 6:
|

norice 5:

warning

error

reverse

Informational

# show logging informational

The system logging host mode is enabled
The system logging host address is null
The system logging level is informational

Number of entries on the system 1:

Error :0

Warming 3

Notice 15

Informational : 14

All 32

ID Level Time & Message

1 Informational 2023-12-22 (09:00:00+09:00
SYS-BOOTING: The System just made a cold boot.

#

3.1.56 show loop-protect

show loop-protect [ interface ( <port_type> [ <plist> ] ) ]

<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1

USER /1

LH 1 1/2
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USER

# show loop-protect interface GigabitEthernet 1/1

Loop Protection Configuration

Loop Protection - Enable
Transmission Time : 5 sec
Shutdown Time - 180 sec

GigabitEthermet 1/1

Loop protect mode is enabled.
Action is shutdown.
Transmit mode is enabled.
No loop.
The number of loops is O.
Status is up.

#

3.1.57 show Ipt

show Ipt

# show Ipt

LPT: Enabled

port parameters:

idx Name: adv.wait

USR USER 0
LH LH 0
#

3.1.58 show mac address-table

MAC

show mac address-table [ interface ( <port_ type>
[ <v_port_type list 1> ] ) ]

65/144



<port_type>

MANAGE . FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE /1

USER /1

LH 1172

Ports

FastEthermet 1/1

FastEthermet 1/1

FastEthermet 1/1 GigabitEthermet 1/1-2 CPU
FastEthermet 1/1 GigabitEthermet 1/1-2 CPU

MANAGE MAC
# show mac address-table interface FastEthermet 1/1
Type VID MAC Address
Dynamic 1 00:0c:29:aa:79:cf
Dynamic 1 00:40:66:c7:4b:d5
Static 1 33:33:00:00:00:01
Static 2 33:33:00:00:00:01
#

3.1.59 show mac address-table user-port

USER MAC

show mac address-table user-port

L

3.1.60 show ntp

NTP

show ntp status

NTP

# show ntp status
NTP Mode : enabled

ldx Server IP host address (a.b.c.d) or a host name string
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10.249.30.13

o0 WON P

3.1.61 show poe (For PoE Model Only)

Power over Ethernet

show poe interface GigabitEthernet 1/1

USER Power over Ethernet

# show poe iInterface GigabitEthemet 1/1
Interface PDClass Power Reserved [W] PortStatus Power Used [W] CurrentUsed [mA]

USER Port 3 15.4 PoE turmed ON 1.3 25
Total - 15.4 - 1.3 25
#

3.1.62 show poe auto-restart (For PoE Model Only)

PoE Auto Restart

show poe auto-restart

PoE Auto Restart

# show poe auto-restart
PoE ICMP Ping Checking configuration and status view

Port Mode Address Inter. Retry Action Poweroff

USER Enabled 10.249.31.11 10 1 Reboot PD 3

Port Ping Counters (sent/rcvd/loss/reboot)

USER 0/0/70/0
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3.1.63 show privilege

show privilege

#

# show privilege
Current privilege is 15

3.1.64 show profile

show profile alarm

# show profile alamm

Alarm 1D Description Mask
101 Link down on USER Port UnMask
102 Link down on LH Port UnMask
103 Link down on MANAGE Port Mask
#

3.1.65 show rmon alarm

RMON

show rmon alarm [ <id_list> ]

<id_list> <1 65535>

ID

Alarm ID : 1

# show rmon alam
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Interval : 100
Variable .1.3.6.1.2.1.2.2.1.13.1000001
SampleType : absoluteValue
Value :0
Startup - risingAlam
RisingThrid : 100
FallingThrid :0
RisingEventindex 0
FallingEventindex - O
#
3.1.66 show rmon event
RMON
show rmon event [ <id_list> ]
<id_list> <l 65535> ID
113 1"
# show rmon event 1
Event ID - 1
Description
Type - log
LastSent Odays 00:00:00
#

3.1.67 show rmon history

RMON
show rmon history [ <id_list> ]
<id_list> <l 65535>

RMON

# show rmon history

History ID - 1
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Data Bucket Request : 1000
Data Bucket Granted : 50
Data Interval |

EtherHistorySamplelndex : 322
ethertistoryIntervalStart
etherHistoryDropEvents
etherHistoryOctets
ethertistoryPkts
etherHistoryBroadcastPkts
etherHistoryMul ticastPkts
ethertistoryCRCAlignErrors
etherHistoryUndersizePkts
etherHistoryOversizePkts
ethertistoryFragments
etherHistoryJabbers
etherHistoryCol lisions
etherHistoryUtilization

O O OO OO O o o o o

9days 08:35:23(808523)

:0
-- more ——, next page: Space, continue: g, quit: °C

Data Source ©.1.3.6.1.2.1.2.2.1.1.1000002

3.1.68 show rmon statistics

RMON

show rmon statistics [ <id_list> ]

<id_list>

<l 65535>

RMON

# show rmon statistics

Statistics ID : 1

etherStatsDropEvents
etherStatsOctets
etherStatsPkts
etherStatsBroadcastPkts
etherStatsMul ticastPkts
etherStatsCRCAlignErrors
etherStatsUndersizePkts
etherStatsOversizePkts

Data Source : .1.3.6.1.2.1.2.2.1.1.1000002

= 3357880652
= 2866400440
= 2201860787
- 37
= 2201860750
-0
-0
-0
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etherStatsFragments -0
etherStatsJabbers -0
etherStatsCollisions -0
etherStatsPkts640ctets 41
etherStatsPkts65t01270ctets = 2201860242
etherStatsPkts128to2550ctets -0
etherStatsPkts256to5110ctets : 504
etherStatsPktsb12t010230ctets :0
etherStatsPkts1024t015180ctets -0
#

3.1.69 show running-config

show running-config [ all-defaults ]

all-defaults

# show running-config

Building configuration...

banner motd "Warmning for security
Please change default password for login account as soon after start using.
And also, please set access-allowed IP address to avoid incorrect access
by using access management function.™

usermane adpro privilege 15 password encrypted

7dc70c7e331983d3d26aa0dcac8dce7cd326b33e1900e630024fceat21b0390bb50e20F65F2e825

3b38fH2a5d188e9529ddaf7a89d7008ad1eed2315ae2c551

!

!

!

snmp-server host trap-01

!

snmp-server host trap-02

!

snmp-server host trap-03

]

snmp-server host trap-04

1

clock timezone JST 9

ip http secure-server

ip http secure-redirect

ip http session timeout 300
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interface FastEthermet 171

-- more ——, next page: Space, continue: g, quit: °C

3.1.70 show running-config feature

show running-config feature <feature name> [ all-defaults ]

feature_name

"access” T"alm_profile® “clock®™ *“ddmi®

“http* “ichi” " inband-management* "ipv4*"

"link-oam®™ "1ldp® "logging® "loop-protect® "lpt”

“ntp® "poe” "port" "qos” “rmon" "snmp® “"ssh" “user"
: "lldp*® "poe* For PoE Model Only

all-defaults

Building configuration...
1

!

!

snmp-server host trap-01
!

snmp-server host trap-02
1

snmp-server host trap-03
!

snmp-server host trap-04
!

!

!

interface FastEthernet 1/1

description Management Port
1

description USER Port
1

description LH Port
!

interface GigabitEthermet 1/1

interface GigabitEthermet 1/2

# show running-config feature port
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-— more ——, next page: Space, continue: g, quit: ~C!

3.1.71 show running-config interface

show running-config interface ( <port_type> [ <list> ] )
[ all-defaults ]

<port_type>

MANAGE : FastEthernet

USER LH : GigabitEthernet
<v_port_type
_list> MANAGE 1 1/1

USER /1

LH 1 1/2

all-defaults

LH

# show running-config interface GigabitEthermet 1/2
Building configuration...

interface GigabitEthermet 1/2

description LH Port

!

end

#

3.1.72 show running-config line

CLI

show running-config line { console | vty } <list> [ all-defaults ]

console

vty

<list> CLI ID

all-defaults

VIY ID O
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# show running-config line vty O
Building configuration...
line vty O
length O
!
end
#

3.1.73 show snmp

SNMP

show snmp

SNMP
Engine ID Communities Table Users Table Groups Table Accesses Table Views Table

# show snmp

SNMP Configuration
SNMP Mode : enabled
Engine ID : 8000011603004066€0a742

SNMPv3 Communities Table:
Community/Security Name : public
Source IP : 0.0.0.0/0
Community secret > public

Conmunity/Security Name : private
Source IP : 0.0.0.0/0
Community secret I private

SNMPV3 Users Table:

S\MPV3 Groups Table;

Security Model : v1

Security Name : public

Group Name : default_ro_group

Security Model : vl
Security Name : private
Group Name : default_rw_group
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Security Model : v2c
Security Name : public
Group Name : default ro group

Security Model : v2c
Security Name : private
Group Name : default rw _group

SNMPV3 Accesses Table:

Group Name : default_ro_group

Security Model : any

Security Level : NoAuth, NoPriv

Read View Name : default view

Write View Name : <no writeview specified>

Group Name : default_rw_group
Security Model : any

Security Level : NoAuth, NoPriv
Read View Name : default view
Write View Name : default view

S\MPV3 Views Table:

View Name : default view
OID Subtree : .1

View Type : included

#

3.1.74 show snmp access

SNMP

| noauth | priv } 111

show snmp access [ <group name> [ { vl | v2c | v3 | any } [ { auth

<group_name>

any

vl SNMPv1

v2c SNMPv2c

v3 SNMPv3

auth

noauth
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priv

SNMP
# show snmp access default_ro_group any noauth
Group Name : default_ro_group

Security Model : any

Security Level : NoAuth, NoPriv

Read View Name : default view

Write View Name : <no writeview specified>

#

3.1.75 show snmp community

SNMP

show snmp community [ <community> ]

<community>

SNMP

# show snmp community
Community/Security Name : public
Source IP : 0.0.0.0/0
Community secret > public

Conmunity/Security Name : private

Source IP : 0.0.0.0/0
Community secret . private
#

3.1.76 show snmp host

SNMP

show snmp host [ <conf _name> ]

<conf_name>

SNMP
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# show snmp host trap-01

Trap trap-01 (ID:0) is disabled
Community - public
Destination Host: INVALID!

UDP Port : 162

Version : Vv2C

Inform Mode : disabled
Inform Timeout : 3

Inform Retry 5

#

3.1.77 show snmp mib context

SNMP MIB

show snmp mib context

SNMP MIB

# show snmp mib context
APLMC-ACCESS-MANAGEMENT :

- aplmcAccessManagementMib (.1.3.6.1.4.1.278.1.44.51)
APLMC-DAYLIGHT-SAVING :

- aplmcDaylightSavingMib (.1.3.6.1.4.1.278.1.44.97)
APLMC-FIRWARE :

- apImcFimwareMib (.1.3.6.1.4.1.278.1.44.28)

APLMC-HTTPS :

- aplmcHttpsMib (.1.3.6.1.4.1.278.1.44.47)
APLMC-ICFG :

- apImclcfgMib (.1.3.6.1.4.1.278.1.44.101)
APLMC-IP :

- apImcipMib (.1.3.6.1.4.1.278.1.44.102)
APLMC-LOOP-PROTECTION :

- aplmcLoopProtectionMib (.1.3.6.1.4.1.278.1.44.91)
APLMC-MAC :

- aplmcMacMib (.1.3.6.1.4.1.278.1.44.12)
APLMC-NTP :

- apImcNtpMib (.1.3.6.1.4.1.278.1.44.57)
APLMC-PCE :

- aplmcPoeMib (.1.3.6.1.4.1.278.1.44.43)
APLMC-PORT :

- aplmcPortMib (.1.3.6.1.4.1.278.1.44.11)
APLMC-PRIVILEGE :

- aplImcPrivilegeMib (.1.3.6.1.4.1.278.1.44.59)
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APLMC-SNVP -

- apImcSnmpMib (.1.3.6.1.4.1.278.1.44.36)
APLMC-SSH :

- aplmcSshMib (.1.3.6.1.4.1.278.1.44.49)
APLMC-SYS :

- apImcSysMIB (.1.3.6.1.4.1.278.1.44.1)

- apImcCurrentAlarmTable (.1.3.6.1.4.1.278.1.44.1.2.1)

- apImcHistoryAlamTable (.1.3.6.1.4.1.278.1.44.1.2.2)

- apImcAlarmHistoryClear (.1.3.6.1.4.1.278.1.44.1.2.3)
APLMC-SYSLOG :

- apImcSyslogMib (.1.3.6.1.4.1.278.1.44.37)
APLMC-SYSUTIL :

- apImcSysutilMib (.1.3.6.1.4.1.278.1.44.24)
APLMC-USERS :

- aplmcUsersMib (.1.3.6.1.4.1.278.1.44.58)
BRIDGE-MIB :

- dotldBase (.1.3.6.1.2.1.17.1)

- dotddTp (-1.3.6.1.2.1.17.4)
Dot3-0AM-MIB :

- dot30anMIB (.1.3.6.1.2.1.158)
ENTITY-MIB :

- entityMIBObjects (.1.3.6.1.2.1.47.1)
IEEES021-BRIDGE-MIB :

- 1eeeB021BridgeBasePortTable (.1.3.111.2.802.1.1.2.1.1.4)
1EEES021-Q-BRIDGE-MIB :

- 1eee8021BridgeMib (.1.3.111.2.802.1.1.4)
IEEES023-LAG-MIB :

- lagMiBObjects (-1.2.840.10006-300.43.1)
IF-MIB :

- fIB (.1.3.6.1.2.1.31)
1P-FORWARD-MIB :

- ipForward (.1.3.6.1.2.1.4.24)
IP-MIB :

- iplrafficStats (.1.3.6.1.2.1.4.31)

- IpAddressTable (.1.3.6.1.2.1.4.34)
MAU-MIB :

- snmpDot3MauMgt (.1.3.6.1.2.1.26)
RFC1213-MIB :

- system (.1.3.6.1.2.1.1)

- interfaces (.1.3.6.1.2.1.2)

- tep (11.3.6.1.2.1.6)

- udp (-1.3.6.1.2.1.7)
RMON-MIB :

- statistics (.1.3.6.1.2.1.16.1)

- history (.1.3.6.1.2.1.16.2)
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- alarm (.1.3.6.1.2.1.16.3)

- event (.1.3.6.1.2.1.16.9)
SNVMP-FRAVEWORK-MIB  :

- snmpEngine (.1.3.6.1.6.3.10.2.1)
SNMP-MPD-MIB  :

- snmpMPDStats (.1.3.6.1.6.3.11.2.1)
SNMP-USER-BASED-SM-MIB  :

- usmStats (.1.3.6.1.6.3.15.1.1)

- usmUserTable (.1.3.6.1.6.3.15.1.2)
SNMP-VIEW-BASED-ACM-MIB :

- vacmContextTable (.1.3.6.1.6.3.16.1.1)

- vacmSecurityToGroupTable (.1.3.6.1.6.3.16.1.2)

- vacmAccessTable (.1.3.6.1.6.3.16.1.4)
vacnMIBViews (.1.3.6.1.6.3.16.1.5)

#

3.1.78 show snmp mib ifmib iflndex

IF-MIB ITIndex

show snmp mib ifmib ifIndex [ port ]

port
IF-MIB IfIndex

# show snmp mib ifmib 1fIndex

iflndex ifDescr Interface
1000001 User port GigabitEthermmet 1/1
1000002 LH port GigabitEthemet 1/2
1000003 Manage port FastEthermet 1/1

#

3.1.79 show snmp security-to-group

show snmp security-to-group [ { vl | v2c | v3 } [ <security_name> ] ]

vl SNMPv1
v2c SNMPv2c
v3 SNMPV3

<security_name>
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# show snmp security-to-group v2c private
Security Model : v2c

Security Name : private

Group Name - default_rw group

#

3.1.80 show snmp trap

SNMP

show snmp trap [ <source_name> ]

<source_name>

"authenticationFailure® "coldStart”

“fallingAlarm® "linkDown® "linkUp® “risingAlarm®

# show snmp trap linkUp
Trap linkUp (ID:0) enabled with filters
all included (1D:0)

#

3.1.81 show snmp user

SNMP
show snmp user [ <username> [ <enginelD> ] ]
<username>
<enginelD> ID
SNMP
# show snmp user
User/Security Name - apresiall
Engine 1D : 8000011603004066e0a742
Security Level . Auth, Priv
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Authentication Protocol : SHA
Privacy Protocol - AES
#

3.1.82 show snmp view

SNMP

show snmp view [ <view_name> [ <oid_subtree> ] ]

<view_name> MIB
<oid_subtree> MIB oID
SNMP

# show snmp view default view

View Name . default view

OID Subtree i

View Type = included

#

3.1.83 show system cpu status

CPU

show system cpu status

CPU
# show system cpu status
Average load in 100 ms - %
Average load in 1 sec - 0%
Average load in 10 sec 2 1%
#

3.1.84 show tech-support

show tech-support
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# show tech-support

version
System Revision - 1.00.07
Serial No. - 303279000015
date
Date: 2023-12-24
Time: 08:45:28+09:00
ip
MAC Address - 00-40-66-e0-ar7-42
IP Address Subnet Mask
10.249.31.11 255.255.255.0
arp

IP Address MAC Address
10.249.31.1 VLAN1 : 00-40-66-c7-4b-d5

route
User configuration route:
Destination IP Net Mask Gateway IP
0.0.0.0 255.255.255.255 10.249.31.1

10.249.31.0 255.255.255.0 VLAN1

#

3.1.85 show terminal

show terminal

# show terminal
Line is vty O.

* You are at this line now.
Alive from Telnet.

Default privileged level is 2.
Command line editing is enabled
Display EXEC banner is enabled.
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Display Day banner is enabled.
Terminal length is 24.
history size is 60.
exec-timeout is 10 min O second.

Current session privilege is 15.
Elapsed time is 0 day O hour 4 min 50 sec.

Idle time is 0 day O hour O min O sec.

#

3.1.86 show user-privilege

show user-privilege

# show user-privilege

usermane adpro privilege 15 password encrypted
7dc70c7e331983d3d26aa0dcac8dce7cd326b33e1900e6300F24fceat21b0390bb50e20f65F2e8253b
381h2a5d188e9529ddaf7a89d7008ad1eed2315ae2c551

#

3.1.87 show users

show users [ myself ]

myself

# show users
Line is con O.
* You are at this line now.
Connection is from Console.
User name is adpro.
Privilege is 15.
Elapsed time is 0 day O hour O min 6 sec.
Idle time is 0 day O hour O min O sec.

83/144



3.1.88 show version

show version [ brief ]

brief

#show version

MAC Address - 00-40-66-e7-ea-49
Serial Number : 303278000018

Previous Restart : Cold

System Contact

System Name

System Location :

System Time = 2020-05-04 11:37:34+09:00
System Uptime : 16:07:48

Bootloader

Image - RedBoot (bootloader)
Version : 0.0.8

Date : 10:05:30, Jul 28 2021
Active Image

Image = linux (primary)

Version - 1.00.07

Date 1 2023-12-13 20:49:15+08:00

Upload filename : APLMC 1.00.07.img

Backup Image

Image = linux.bk (backup)
Version - 1.00.07

Date 1 2023-12-13 20:49:15+08:00
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Upload filename : APLMC 1.00.07.img

SID - 1

Board Type - APLMCPOE

Port Count -3

Product - APLMCPOE

Product name = APLMCPOE

Software Version: 1.00.07

Build Date 1 2023-12-22 11:18:34+08:00
#

3.1.89 terminal editing

terminal editing

# terminal editing
#

3.1.90 terminal exec-timeout

CLI
terminal exec-timeout <min> [ <sec> ]
<min> <0-1440>
<sec> <0 3600>
CLI 10
CLI
# terminal exec-timeout O
#

3.1.91 terminal help

terminal help
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# terminal help

Help may be requested at any point in a command by entering

a question mark "?°. If nothing matches, the help list will

be empty and you must backup until entering a "?" shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
comand argument (e.g. "show ?") and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g- “show pr?=.)

#

3.1.92 terminal length

terminal length <lines>

<lines> <0,3-512> ( 0)

# terminal length O
#

3.1.93 traceroute

IP traceroute

traceroute ip { <ip_addr> } [ dscp <dscp> ] [ timeout <timeout> ]
[ { saddr <src_addr> | sif { <port_type> <src_if> } } ] [ probes
<probes> ] [ Ffirstttl <firstttl> ] [ maxttl <maxttl> ] [ icmp ]

[ numeric ]

<ip_addr> 1Pv4

<dscp> DSCP <0-63>DSCP (10
0)
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<timeout> <1-86400>
( 3)
<src_addr>
<port_type>
MANAGE : FastEthernet
USER LH : GigabitEthernet
<v_port_type_
list> MANAGE /1
USER /1
LH 1 1/2
<probes> <1 60>
( 3)
<firstttl> ( TTL) <1 30>
( D
<maxttl> ( TTL) <1-255>
( 30)
icmp UDP 1CMP
numeric
1P 10.249.10.10 traceroute 5 3
1 1

# traceroute ip 10.249.10.10 timeout 5 probes 3 firstttl 1 maxttl 1
traceroute to 10.249.10.10 (10.249.10.10), 1 hops max, 38 byte packets
1 10.249.10.10 (10.249.31.66) 0.235 ms 1.209 ms 2.200 ms

#
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3.2
3.2.1 access management

access management

web/snmp/telnet/ssh
web/snmp/telnet/ssh(
/ )
Console Port( )

(config)#

# configure terminal
(config)# access management

3.2.2 access management configuration

access management <access_id> <start_addr> [ to <end_addr>7] { [ web ]
[ snmp ] [ telnet ] | all }

<access_id> <1-16> ID

<start_addr> IPv4 C )

<end_addr> 1Pv4 « )

web WebGUI

snmp SNMP

telnet TELNET/SSH

all

web/snmp/telnet/ssh

10.249.10.100 10.249.10.150 IP

(config)#

# configure terminal
(config)# access management 1 10.249.10.100 to 10.249.10.150 all

3.2.3 alarm history clear
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alarm history clear

# configure terminal

(config)# alarm history clear

(config)#
3.2.4 banner
banner [ motd | login | exec ] <banner>
<banner> ¢ banner-text ¢ ¢ banner-text
exec
login
motd day
banner [ motd | login | exec ]
2
Enter
2 Enter
2
login Enter Command Line Interface

# configure terminal
(config)# banner login x
(config)#

# Enter Command Line Interface # X

3.2.5clock timezone
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clock timezone <word var> <hour_var> [ <minute_var>
[ <subtype var> ] ]

<word_var> ( “ NULL

<hour_var> <-23 23>UTC

<minute_var> <0 59 >UTC

<subtype var> | <0 9 >

# configure terminal
(config)# clock timezone JST 0 0 O
(config)#

3.2.6 clock summer-time date

( )

clock summer-time <word16> date [ <start_month_var> <start_date var>
<start_year_var> <start_hour_var> <end_month_var> <end_date var>
<end_year var> <end_hour_var> [ <offset var> ] ]

<word16> ( K NULL

<start_month var> | <1-12>

<start_date var> <1-31>

<start_year var> <2000-2097>

<start_hour_var> <hhmm> (hhzmm)

<end_month_var> <1-12>

<end_date var> <1-31>

<end_year_var> <2000-2097>

<end_hour_var> <hhmm> (hhzmm)

<offset_var> <1-1439> (
( )

# configure terminal
(config)# clock summer-time JST date
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(config)#

3.2.7 clock summer-time recurring

(

)

clock summer-time <wordl6> recurring [ <start week var>
<start_day_var> <start_month_var> <start_hour_var> <end_week_var>
<end_day_var> <end_month_var> <end_hour_var> [ <offset var> ] ]

<word16> " NULL
<start week var> <1-5>

<start_day var> <1-7>

<start_month var> | <1-12>

<start_hour_var> <hhmm> (hhzmm)

<end_week_var> <1-5>

<end_day var> <1-7>

<end_month_var> <1-12>

<end_hour_var> <hhmm> (hhzmm)

<offset_var> <1-1439>

(

)

(config)#

# configure terminal
(config)# clock summer-time JST recurring

3.2.8 clock datetime

clock datetime <input_year> <input_month> <input_date> <input_hour>
<input_minute> <input_second>

<input_year> <2000-2037>
<input_month> <1-12>
<input_date> <1-31>
<input_hour> <0-23>
<input_minute> <0 59>
<input_second> <0 59>
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RTC( )

2025 1 1 0 0 O

# configure terminal
(config)# clock datetime 202511000
(config)#

3.2.9cpoe For PoE Model Only

CPOE CPOE(Continuous PoE)
PD PoE
cpoe
CPOE
# configure terminal
(config)# cpoe
(config)#

0 Continuous PoE (c-poe)
PD

PoE ( 30 )
3.2.10 ddmi
DDMI
ddmi
DDMI
# configure terminal
(config)# ddmi
(config)#
3.2.11do
Config Exec

do <command>
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<command>

Config Exec
(config)# do logout
#
3.2.12end
end
(config)# end
#
3.2.13 exit
exit

(config)# exit
#

3.2.14 help

help

3.2.15 hostname

hostname <hostname>

<hostname>

93/144




| 0 63
(U
9) Q)
userlinel
(config)# hostname userlinel
userlinel(config)#
3.2.16 interface port
interface ( <port_type> [ <plist> ] )
<port_type>
MANAGE : FastEthernet
USER LH
GigabitEthernet
<v_port_type list>
MANAGE 11
USER VAN
LH 1 1/2
LH
(config)# interface GigabitEthermet 1/2
(config-iH)#
o ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)  LH 100M Full 100BASE-FX SFP
100M Full
0 ApresiaLightMC-FX( APLMCFX) ApresiaLightMC-FX-PoE(
APLMCFXPOE)  USER 10M/100M
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3.2.17 description

description <port_desc_str>

<port_desc_str>

2.2.3

LH ONU port

(config)# interface GigabitEthermet 1/2
(config-if)# description ONU port
(config-iH)#

3.2.18 duplex

duplex { half | full | auto [ half | full ]}

half

full

auto

Half

Full

half 16

2.2.3

LH

(config)# interface GigabitEthermet 1/2
(config-ifH)# duplex auto
(config-iH#

3.2.19 excessive-restart

16
( no excessive-restart

)

16

excessive-restart
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0 Excessive Collision Mode

3.2.20 frame-length-check

EtherType/Length

frame-length-check

0 Frame Length Check

3.2.21 link-oam critical-event-mode

EFM-OAM
USER (AIS)

link-oam critical-event-mode ais

2.2.3

EFM-OAM USER
(AIS)

(config)# interface GigabitEthermet 1/2
(config-ifH)# link-oam critical-event-mode ais
(config-iH#

3.2.22 link-oam link-monitor frame

link-oam link-monitor frame { [ window <error_window> ] [ threshold

<error_threshold> ] }

<error_window> <1l 60>

<error_threshold> | <0-4294967295>

2.2.3
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LH 3 5

(config)# interface GigabitEthemet 1/2
(config-iH)# link-oam link-monitor frame window 3 threshold 5

(config-iH)#

3.2.23 link-oam link-monitor frame-seconds

link-oam link-monitor frame-seconds { [ window <error_window> ]
[ threshold <error_threshold> ] }

<error_window> <10 900>

<error_threshold> | <0-65535>

2.2.3

LH 10 5

(config)# interface GigabitEthermet 1/2
(config-ifH)# link-oam link-monitor frame-seconds window 10 threshold 3

(config-iH)#

3.2.24 link-oam link-monitor unsupported

link-oam link-monitor unsupported

2.2.3

(config)# interface GigabitEthemet 1/2
(config-iH)# link-oam link-monitor unsupported
(config-iH#

3.2.25 link-oam link-monitor symbol-period

link-oam link-monitor symbol-period { [ window <error_window> ]
[ threshold <error_threshold> ] }
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<error_window> <1l 60>

<error_threshold> | <0-4294967295>

2.2.3

3 5

(config)# interface GigabitEthemet 1/2
(config-ifH)# link-oam link-monitor symbol-period window 3 threshold 5
(config-iH)#

3.2.26 link-oam mode

EFM-0AM Active Passive

link-oam mode { active | passive }

active EFM-OAM Active
passive EFM-0AM Passive
2.2.3
EFM-0AM Active

(config)# interface GigabitEthermet 1/2
(config-ifH)# link-oam mode active
(config-iHH#

3.2.27 link-oam remote-loopback supported

EFM-O0AM

link-oam remote-loopback supported

2.2.3

EFM-0AM

(config)# interface GigabitEthermet 1/2
(config-ifH)# link-oam remote-loopback supported
(config-iH)#
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3.2.28 link-oam variable-retrieve

MIB  variable retrieve local info remote info

link-oam variable-retrieve { local-info | remote-info }

local-info MIB retrieve local info
remote-info MIB retrieve remort info
2.2.3

0 link-oam variable-retrieve

3.2.29 1ldp cdp-aware (For PoE Model Only)

CDP (cop
LLDP )

11dp cdp-aware

2.2.3

USER CDP

(config)# interface GigabitEthemet 1/1
(config-ifH)# 1ldp cdp-aware
(config-iH#

3.2.30 11dp med media-vlan policy-list (For PoE Model Only)

I1dp med media-vlan policy-list <v_range_list>

<v_range_list>

<v_range_list> Config

I1dp med media-vlan-policy

USER “ 0
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(config)# interface GigabitEthermet 1/1
(config-iH)# 1ldp med media-vlan policy-list O
(config-iHH#

3.2.31 1ldp med transmit-tlv (For PoE Model Only)

LLDP-MED /
Note:
2.2.3
11dp med transmit-tlv [ capabilities ] [ location ] [ network-policy ]
[ poe ]
capabilities capabilities TLV
location location TLV
network-policy network-policy TLV
poe PoE TLV /
2.2.3
USER LLDP-MED  capabilities TLV
(config)# interface GigabitEthemet 1/1
(conFig-iH)# 1ldp med transmit-tlv capabilities
(config-iH#

3.2.32 11dp med type (For PoE Model Only)

LLDP-MED TLV
LLDP-MED
TLV

I1dp med type { connectivity | end-point }

connectivity

end-point

2.2.3

LLDP-MED
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(config)# interface GigabitEthermet 1/1
(config-ifH)# 1ldp med type end-point
(config-iHH#

3.2.33 1ldp receive (For PoE Model Only)

LLDP

I1dp receive

2.2.3

USER LLDP

(config)# interface GigabitEthemet 1/1
(config-iH)# 1ldp receive
(config-iH)#

3.2.34 11dp tlv-select (For PoE Model Only)

TLV

Ildp tlv-select { management-address | port-description |
system-capabilities | system-description | system-name }

management-address

port-description

system-capabilities

system-description

system-name

2.2.3

(config)# interface GigabitEthemet 1/1
(config-iH)# 1ldp thv-select management-address
(config-iH)#

3.2.35 1ldp transmit (For PoE Model Only)

LLDP

I1dp transmit

2.2.3
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USER LLDP

(config)# interface GigabitEthemet 1/1
(config-iH)# 1ldp transmit
(config-iH)#

3.2.36 1ldp trap (For PoE Model Only)

LLDP SNMP

I1dp trap

2.2.3

USER LLDP SNMP

(config)# interface GigabitEthemet 1/1

(config-iH)# 1ldp trap
(config-iH)#

3.2.37 loop-protect

loop-protect

2.2.3

USER

(config)# interface GigabitEthemet 1/1
(config-if)# loop-protect
(config-iH)#

3.2.38 loop-protect action

loop-protect action { shutdown | shutdown-log }

shutdown

shutdown-log
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2.2.3

USER

(config)# interface GigabitEthemet 1/1
(config-if)# loop-protect action shutdomn-log
(config-iHH#

3.2.39 loop-protect tx-mode

(PDU)
loop-protect tx-mode
2.4
USER PDU
(config)# interface GigabitEthemet 1/1
(config-ifH)# loop-protect tx-mode
(config-iH)#
3.2.40mtu
mtu <max_length>
<max_length> <1518-9600>
2.2.3
USER 6000

(config)# interface GigabitEthemet 1/1
(config-ifH)# mtu 6000
(config-iH)#

3.2.41 poe mode (For PoE Model Only)

PoE

poe mode { disable | enable | schedule | auto-restart }

disable poe disable

enable poe enable
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schedule poe

auto-restart poe ping

2.2.3

PoE

(config)# interface GigabitEthemet 1/1
(config-if)# poe mode enable
(config-iH#

0 PoE PD PoE LED

3.2.42 poe ping address (For PoE Model Only)

PoE PING

poe ping address <v_ipv4_addr>

<v_ipv4_addr> PD IP

2.2.3

PD IP

(config)# interface GigabitEthemet 1/1
(config-if)# poe ping address 192.168.0.100
(config-iH#

o PoE Ping Auto Checking PD OFF

3.2.43 poe ping fail-action (For PoE Model Only)

PING

poe ping fail-action { nothing | { reboot [ power-off
<offtime val> ] } }
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nothing ping
reboot ping
PD
<offtime_val> <3-120>PoE (PD )(
2.2.3
PING PD 3

(config-iH#

(config)# interface GigabitEthemet 1/1
(config-iH)# poe ping fail-action reboot powver-off 3

0 PoE Ping Auto Checking

0 PoE Ping Auto Checking

PoE
PD PING
(PD )
(Ver. 1.00.05 )

3.2.44 poe ping interval

PD OFF
PING reboot
(PD )
2 PoE
3

retry (For PoE Model Only)

PoE

PING

poe ping { interval <interval val> } [ retry <retry val> ]

<interval_val> <10-1800> ( )
<retry val> <1-5>ping
2.2.3
PING 600 5

(config-iH)#

(config)# interface GigabitEthermet 1/1
(conFig-if)# poe ping interval 600 retry 5

3.2.45 poe power limit (For PoE Model Only)
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poe power limit { <v_word9> }

<v_word9> (0 30.0W)

3.2.41 poe mode

2.2.3
PoE 30.0w
(config)# interface GigabitEthemet 1/1
(config-if)# poe ponver limit 30
(config-iH)#
3.2.46 poe restart (For PoE Model Only)
PoE PD
poe restart
<hh> <0-23>
<mm> <0-59>
<day_range_list>
1
2
3
4
5
6
7
2.2.3
PoE 0 O
(config)# interface GigabitEthemet 1/1
(config-if)# poe reset 0 0 1
(config-iH)#

3.2.47 poe schedule (For PoE Model Only)

PoE

poe schedule { mon | tue | wed | thu | fri | sat | sun }
{ <time_range_list> }
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mon

tue

wed

thu

fri

sat

sun

<time_range_list>

30
( [1] <00:00-00:29> [2] <00:30-00:59> [3] <01:00-
01:29>...[47]<23:00 23:29> [48]<23:30-23:59> )

2.2.3

PoE 0 0 23

59

(config-iHH#

(config)# interface GigabitEthemet 1/1
(config-ifH)# poe schedule sun 1-48

3.2.48 rmon collection history

RMON

<interval> ]

rmon collection history <id> [ buckets <buckets> ] [ interval

<id> <1-65535> ID
<buckets> <1-65535>RMON
<interval> <1 3600>
()
2.2.3
USER 10 60

(config-iH)#

(config)# interface GigabitEthemet 1/1
(config-if)# rmon collection history 1 buckets 10 interval 60

3.2.49 rmon collection stats

RMON

rmon collection stats <id>
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<id> <1-65535> ID
2.2.3
USER RMON
(config)# interface GigabitEthemet 1/1
(config-if)# rmon collection stats 1
(config-iHH#
3.2.50 shutdown
shutdown
2.2.3
(config)# interface GigabitEthemet 1/1
(config-iH)# shutdown
(config-iH)#
3.2.51 speed
auto 10,100 1000
speed { 1000 | 100 | 10 | auto { [ 10 J [ 100 ] [ 1000 ] } }
1000 1 Gbps
100 100 Mbps
10 10 Mbps
auto Auto negotiation
2.2.3
USER 1Gbps

(config-iH#

(config)# interface GigabitEthemet 1/1
(config-iH)# speed 1000

3.2.52 ip address
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1P

ip address { { <address> <netmask> } | { dhcp [ fallback
<fallback_address> <fallback_netmask> [ timeout <fallback_timeout>] ]
[ client-id { <port_type> <client_id_interface> | ascii <ascii_str> |
hex <hex_str> } ] [ hostname <hostname> ] } }

2.2.3

<address> 1P
<netmask> IP
<fallback address> DHCP
<fallback_netmask> DHCP
<fallback_timeout> DHCP (
0 4294967295
<port_type>
MANAGE : FastEthernet
USER LH
GigabitEthernet
<client_id_interface>
MANAGE /1
USER /1
LH 1 1/2
<ascii_str> < 31>DHCP
ASCII
<hex_str> < 64>DHCP
<hostname> < 63>
63
IP
IP IP

1P

192,168.0.100/24

(config)# interface inband

(manage—config)# ip address 192.168.0.100 255.255.255.0

(manage—config)#
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0 IP (MANAGE )( )

VLAN default(vid=1 MANAGE vid=1 vid IP
0 USER /LH IP ( )
VLAN default(vid=2 USER /LH vid=2 vid
IP
0 MANAGE ( ) USER /LH ( )
IP

3.2.53 1p http secure-certificate

HTTPS

ip http secure-certificate { upload <url_file> [ pass-phrase
<pass_phrase> ] | delete | generate }

<url_file> :
<protocol>://[<username>[ :<password>]@]<host>
[ :<port>][/<path>]/<file_name>

<pass_phrase>

delete

generate RSA

HTTPS

# configure terminal
(config)# ip http secure-certificate generate
(config)#

3.2.54 ip http secure-redirect

HTTP Web

ip http secure-redirect

HTTP Web

# configure terminal
(config)# ip http secure-redirect
(config)#
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3.2.55 1p http secure-server

HTTP Web

ip http secure-server

HTTP Web

# configure terminal
(config)# ip http secure-server
(config)#

3.2.56 ip route

1P

ip route <v_ipv4_addr> <v_ipv4_netmask> <v_ipv4_gw>

<v_ipv4_addr>

<v_ipv4_netmask>

<v_ipv4_gw>

10.249.31.1

# configure terminal
(config)# ip route 0.0.0.0 0.0.0.0 10.249.31.1
(config)#

3.2.57 ip http session timeout

Web

ip http session timeout

<icli_ip_http_session_timeout_value>

<0 3600>http/https

(

)

Web 2000

# configure terminal
(config)# ip http session timeout 2000
(config)#
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3.2.58 1p ssh

IP Secure Shell

ip ssh

IP Secure Shell

(config)#

# configure terminal
(config)# ip ssh

3.2.59 i1p telnet

Telnet

ip telnet

Telnet

(config)#

# configure terminal
(config)# ip telnet

3.2.60 line

line { <O 16> | console O | vty <0 15> }

<0 16>

Console 0O

<0 15>

VTY

# configure terminal
(config)# line console O
(config-line)#

3.2.6lediting

editing
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2.2.3

# configure terminal
(config)# line console O
(config-line)# editing
(config-line)#

3.2.62 exec-banner

exec-banner

2.2.3

# configure terminal
(config)# line console O
(config-line)# exec-banner
(config-line)#

3.2.63 exec-timeout

exec-timeout <min> [ <sec> ]

<min> <0-1440>
<sec> <0-3600>
2.2.3

# configure terminal
(config)# line console O
(config-line)# exec-timeout O
(config-line)#

3.2.64 history size
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history size <history_size>

<history_size>

<0-60>

2.2.3

50

# configure terminal

(config)# line console O
(config-line)# history size 50
(config-line)#

3.2.65 length

length <length>

<length>

<0,3-512>

0)

2.2.3

# configure terminal
(config)# line console O
(config-line)# length O
(config-line)#

3.2.66 location

location <location>

<location>

32

255 ASCII

2.2.3

station-01
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# configure terminal

(config)# line console O
(config-line)# location station-01
(config-line)#

3.2.67 motd-banner

day

motd-banner

2.2.3

day

# configure terminal
(config)# line console O
(config-1ine)# motd-banner
(config-line)#

3.2.68 privilege level

privilege level <privileged_level>

<privileged_level>

<0-15>line

2.2.3

15

# configure terminal

(config)# line console O
(config-line)# privilege level 15
(config-line)#

3.2.69 link-oam

EFM-O0AM

link-oam { enable | disable }

enable

disable
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EFM-0AM

# configure terminal
(config)# link-oam enable
(config)#

3.2.70 11dp holdtime (For PoE Model Only)

LLDP

LLDP

I1dp holdtime <val>

<val>

<2-10>2 10

LLDP 2

# configure terminal
(config)# 1ldp holdtime 2
(config)#

3.2.71 11dp med datum (For PoE Model Only)

Datum

I1dp med datum { wgs84 | nad83-navd88 | nad83-mllw }

wgs84 World Geodetic System 1984.

nad83-navd88 North American vertical datum 1983.

nad83-mllw Mean lower low water datum 1983.
Datum World Geodetic System 1984

# configure terminal

(config)#

(config)# 1ldp med datum wgs84

3.2.72 11dp med fast (For PoE Model Only)

LLDP

I1dp med fast <v_1 to 10>

<v_1 to 10>

<1-10>
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LLDP 1

# configure terminal
(config)# 1ldp med fast 1
(config)#

3.2.73 11dp med location-tlv altitude (For PoE Model Only)

I1dp med location-tlv altitude { meters | floors } <v_wordll>

meters

floors

<v_wordll>

-2097151.9 2097151.9

30m

# configure terminal
(config)# 1ldp med location-tlv altitude meters 30
(config)#

3.2.74 11dp med location-tlv civic-addr (For PoE Model Only)

I1dp med location-tlv civic-addr { { country <country> } | { state |
county | city | district | block | street | leading-street-direction
| trailing-street-suffix | street-suffix | house-no | house-no-suffix
| landmark | additional-info | name | zip-code | building | apartment
| floor | room-number | place-type | postal-community-name | p-o0-box
| additional-code } <v_line> }

<country> ASCII 1503166
- DK DE US

state ( )

county

city

district

block

street

leading-street-direction
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trailing-street-suffix

street-suffix

house-no

house-no-suffix

landmark

additional-info

name

zip-code

building

apartment

floor

room-number

place-type

postal-community-name

p-0-box

additional-code

<v_line>

250

250

(config)#

# configure terminal
(config)# 1ldp med location-tlv civic-addr country JP

3.2.75 11dp med location-tlv elin-addr (For PoE Model Only)

ELIN(

)

I1dp med location-tlv elin-addr <v_word25>

<v_word25>

ELIN

ELIN

4085551212

(config)#

# configure terminal
(config)# 1ldp med location-tlv elin-addr 4085551212

3.2.76 11dp med location-tlv latitude (For PoE Model Only)
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I1dp med location-tlv latitude { north | south } <v_word8>

north

south

<v_wordg> (0.0000-90.0000)

35.4122

# configure terminal
(config)# 1ldp med location-tlv latitude north 35.4122

(config)#

3.2.77 11dp med location-tlv longitude (For PoE Model Only)

I1dp med location-tlv longitude { west | east } <v_word9>

west

east

<v_word9> (0.0000-180.0000)

139.413

# configure terminal
(config)# 1ldp med location-tlv longitude east 139.413

(config)#

3.2.78 11dp med media-vlan-policy (For PoE Model Only)

11dp med media-vlan-policy <policy_index> { voice | voice-signaling |
guest-voice-signaling | guest-voice | softphone-voice |

video-conferencing | streaming-video | video-signaling } { untagged |
tagged <v_vlan_id> [ 12-priority <v. 0 to 7> ] } [ dscp <v_0_to 63> ]

<policy_index> <0-31> ID

voice

voice-signaling

guest-voice-signaling

guest-voice
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softphone-voice

video-conferencing

streaming-video

video-signaling

untagged

tagged

<v_vlan_id> VLAN
<v 0 to 7> 0-7

<v_0_to 63> <0-63>DSCP  0-63

ID

# configure terminal
(config)# 1ldp med media-vlan-policy O voice untagged
(config)#

3.2.79 lldp reinit (For PoE Model Only)

LLDP Tx

Ildp reinit <val>

<val> 1-10
Tx

# configure terminal

(config)# 1ldp reinit 1

(config)#

3.2.80 11dp timer (For PoE Model Only)

LLDP Tx ( LLDP ))
Ildp timer <val>
<val> 5-32768

X 60

# configure terminal
(config)# 1ldp timer 60
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(config)#

3.2.81 lldp transmission-delay (For PoE Model Only)

LLDP LLDP (LLDP
LLDP ))

I1dp transmission-delay <val>

<val> 1-8192

LLDP 3

# configure terminal
(config)# 1ldp transmission-delay 3
(config)#

3.2.82 logging host

Syslog IP

logging host { <ipv4 _addr> }

<ipv4_addr> syslog 1Pv4

Syslog IP 10.249.10.120

# configure terminal
(config)# logging host 10.249.10.120

(config)#

3.2.83 logging level

logging level { informational | notice | warning | error }

informational

notice

warning

w |~ (01|

error
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error

# configure terminal
(config)# logging level error
(config)#

3.2.84 logging notification

logging notification listen <name> level { informational | notice |
warning | error } <node>

<name> listen

informational

notice

warning

w (-~ (oo

error

<node>

o

3.2.85 logging on

Syslog

logging on

Syslog

# configure terminal
(config)# logging on
(config)#

3.2.86 loop-protect

loop-protect
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# configure terminal
(config)# loop—protect
(config)#

3.2.87 loop-protect shutdown-time

loop-protect shutdown-time <t>

<t>

<0-604800>

180

240

# configure terminal

(config)#

(config)# loop—protect shutdown-time 240

3.2.88 loop-protect transmit-time

loop-protect transmit-time <t>

<t>

<1 10 »>1

# configure terminal

(config)#

(config)# loop—protect transmit-time 3

3.2.89 Ipt Ih-port advertise-wait

LH advertise-wait

Ipt lh-port advertise-wait <advertise wait_time>

<advertise wait_time>

<0-20> - 0.1 (100

10
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1 0(
)
LH advertise-wait 1

# configure terminal

(config)# Ipt Ih-port advertise-wait 10

(config)#
3.2.90 Ipt user-port advertise-wait

USER advertise-wait

Ipt user-port advertise-wait <advertise wait_time>

<advertise wait_time> | <0-20> 0.25 (250 ) 10
2.5 0(
)
USER advertise-wait 2.5
# configure terminal
(config)# Ipt user-port advertise-wait 10
(config)#
3.2.91 Ipt
LPT
Ipt { enable | disable }
enable LPT
disable LPT
LPT EFM-0AM
EFM-0AM LPT
APLMC USER
(EFM-0AM  critical event bit = 0)
« 4)
(EFM-OAM  critical event bit = 1)
LPT
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# configure terminal
(config)# Ipt enable

(config)#
3.2.92no
no <commands>
<commands>
3.2.93ntp
NTP
ntp
NTP
# configure terminal
(config)# ntp
(config)#
3.2.94 ntp server
NTP

ntp server <index var> ip-address { <ipv4_var> }

<index_var> | <1 5>
<ipv4_var> 1Pv4
‘1 NTP 10.249.132.135

# configure terminal
(config)# ntp server 1 ip-address 10.249.132.135
(config)#

3.2.95 poe management mode (For PoE Model Only)

PoE

poe management mode { class-consumption | class-reserved-power |

125/144



| 1ldp-reserved-power }

allocation-consumption | allocation-reserved-power | 1ldp-consumption

class-consumption

class-reserved-power

allocation-consumption

allocation-reserved-power

I 1dp-consumption

LLDP

I 1dp-reserved-power

LLDP Media

30.0Ww

IEEE 802.3 at

PoE “ class-consumption”

# configure terminal
(config)# poe management mode class-consumption
(config)#

3.2.96 privilege

privilege <mode name> level <privilege> <cmd>

<mode_name>

“ configure”

“ exec”

“ interface”

“ profile alarm”

“ snmps-host”
<privilege> <0 15>
<cmd>
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128

“ 1511

# configure terminal
(config)# privilege configure level 15 access
(config)#

3.2.97 profile

profile alarm

# configure terminal
(config)# profile alarm
(alm—-profile-config)#

3.2.98 alarm
alarm <typeld> { mask | unmask }
<typeld> 101:USER
102:LH
103:MANAGE
mask
unmask
2.2.3
USER

# configure terminal
(config)# profile alam
(alm—-profile-config)# alarm 101 mask

3.2.99 alarm all
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alarm all { mask | unmask }

mask

unmask

2.2.3

# configure terminal

(config)# profile alam
(alm-profile-config)# alarm all mask
(alm-profile-config)#

3.2.100 prompt

prompt <prompt>

<prompt> 32
(@)
:%h= Y%= Y%s=
t= %D= %T= %Z=

2.2.3

BRANCH A

# configure terminal
(config)# prompt BRANCH A
BRANCH A(config)#

3.2.101 gos storm

gos storm { unicast | multicast | broadcast } <rate> [ fps | kfps ]

unicast

multicast

128/144



broadcast

!

<rate> <1-1024000> ( fps)

1 2 4 8 16 32 64 128 256 512fps

<=512fps 1 2 4 8 16
64 128 256 512 1024 32kfps>512fps
fps / ( )
kps /
2.2.3
3.2.102 rmon alarm

RMON

rmon alarm <id> { ifInOctets | ifInUcastPkts | ifInNUcastPkts |
ifInDiscards | ifInErrors | ifInUnknownProtos | ifOutOctets |
ifOutUcastPkts | ifOutNUcastPkts | ifOutDiscards | ifOutErrors }
<iflndex> <interval> { absolute | delta } rising-threshold
<rising_threshold> [ <rising_event_id> ] falling-threshold
<falling_threshold> [ <falling _event id> ] { [ rising | falling |

both ] }

<id>

<1-65535> ID

ifInDiscards

ifInErrors

ifInNUcastPkts

ifInOctets

ifInUcastPkts

ifInUnknownProtos

ifOutDiscards
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ifOutErrors
ifOutNUcastPkts
ifOutOctets

( )
ifOutUcastPkts
<ifIndex>

(

)

show snmp mib ifmib ifIndex
<interval> <1-2147483647> ()
absolute
delta
<rising_threshold> <1-2147483647>
<rising_event_id> <0-65535>
<falling_threshold> | <1-2147483647>
<falling_event id> <0-65535>
rising
falling
both

( )
RMON ID 1 ifInDiscards 100

# configure terminal

falling-threshold O rising
(config)#

(config)# rmon alarm 1 ifInDiscards 1000001 100 absolute rising-threshold 100

3.2.103 rmon event

RMON

<description> ] }

rmon event <id> [ log ] [ trap [ <community> ] ] { [ description
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<id> <1-65535> 1D
log RMON
<community> < 127>SNMP
<description> < 127>

RMON ID 1 RMON

# configure terminal
(config)# rmon event 1 log
(config)#

3.2.104 snmp-server

SNMP

snmp-server

SNMP

# configure terminal
(config)# snmp-server
(config)#

SNMPv3

# configure terminal

(config)# snmp-server

(config)# snmp-server user userl engine-id 8000011603004066e0a742 sha passwdOl
(config)# snmp-server security-to-group model v3 name userl group groupl
(config)# snmp-server access groupl model v3 level auth read default view write
default view

(config)#

3.2.105 snmp-server access

SNMP

snmp-server access <group_name> model { v1 | v2c | v3 | any } level
{ auth | noauth | priv } [ read <read _name> ] [ write <write_name> ]

<group_name>

SNMPv1,v2c default_ro_group
default_rw_group
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SNMPv3 empty (no config)

vl SNMPv1

v2c SNMPv2c

V3 SNMPv3

any SNMP

auth

noauth

priv

<view_name> SNMP

<write_name> SNMP

SNMPv3

snmp-server user

snmp-server security-to-group

SNMP
SNMPv2c default view (OID 1. )
default_ro_group

# configure terminal
(config)# snmp-server access default_ro_group model v2c level auth read default view
(config)#

3.2.106 snmp-server community

SNMP

snmp-server community <name_comm> [ ip-range <v_ipv4_addr>
<v_ipv4_netmask> ] { [ encrypted ] <key sec> }

<name_comm>

<v_ipv4_addr> SNMP
1Pv4

<v_ipv4_netmask> 1Pv4

encrypted auth_passwd priv_passwd

<key_sec>

1P 10.0.0.0/8 SNMP test
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# configure terminal
(config)# snmp-server community test ip-range 10.0.0.0 255.0.0.0 test
(config)#

3.2.107 snmp-server contact

SNMP

snmp-server contact <v_line255>

<v_line255>

MIS Department aps

# configure terminal
(config)# snmp-server contact MIS Department aps
(config)#

3.2.108 snmp-server engine-id

SNMP ID ID ” 8000011603" +
MAC 12 )

snmp-server engine-id local <enginelD>

<enginelD> SNMP ID 10 64 16

SNMP ID “ 1234567890"

# configure terminal
(config)# snmp-server engine-id local 1234567890
(config)#

3.2.109 snmp-server host

SNMP SNMP

snmp-server host <conf_name>

<conf_name> SNMP

trap-01,trap-02,trap-03,trap-04
no
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trap-01 SNMP

# configure terminal
(config)# snmp-server host trap-01
(config-snmps-host)#

3.2.110 host ipv4_ucast

SNMP 1Pv4

host { <v_ipv4 _ucast> } [ <udp_port> ] [ traps | informs ]

<v_ipv4_ucast> IP
<udp_port> <1-65535>UDP
traps
informs
SNMP
SNMP 10.249.10.120

# configure terminal

(config)# snmp-server host trap-01
(config-snmps-host)# host 10.249.10.120 trap
(config-snmps-host)#

3.2.111 informs

SNMP

informs retries <retries> timeout <timeout>

<retries> <0 255>
<timeout> <0-2147>
SNMP
SNMP 3 3

# configure terminal

(config)# snmp-server host trap-01
(config-snmps-host)# informs retries 3 timeout 3
(config-snmps-host)#

3.2.112 shutdown
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SNMP
SNMP
no
shutdown
SNMP
SNMP
# configure terminal
(config)# snmp-server host trap-01
(config-snmps-host)# shutdown
(config-snmps-host)#
3.2.113 version
SNMP
version { vl [ { <vl_comm> | encrypted <v1 comm>} ] | v2 [ { <v2_comm>
| encrypted <v2 comm> } ] | v3 enginelD <v_wordl0_to 64>
[ <securityname> ] }
vl SNMPv1
<vl_comm> SNMP
encrypted
v2 SNMPv2c
<v2_comm> SNMP
v3 SNMPv3
<v_wordl0 to 64> ID
<securityname> SNMP
SNMP
ID* 8000011603004066€91034” userl SNMP v3

# configure terminal

(config)# snmp-server host trap-01

(config-snmps-host)# version v3 enginelD 8000011603004066e91034 userl
(config-snmps-host)#

3.2.114 snmp-server location

SNMPv2-MIB
sysLocation(1.3.6.1.2.1.1.6)

snmp-server location <v_line255>
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<v_line255>

HQ 15F

# configure terminal
(config)# snmp-server location HQ 15F
(config)#

3.2.115 snmp-server security-to-group

Security-to-group

snmp-server security-to-group model { vl | v2c | v3 } name
<security_name> group <group_name>

vl SNMPv1
v2c SNMPv2c
v3 SNMPv3

<security_name>

<group_name>

SNMP userl SNMPv3 groupl

# configure terminal
(config)# snmp-server security-to-group model v3 name userl group groupl
(config)#

3.2.116 snmp-server trap

SNMP

snmp-server trap <source_name>

<source_name>
"authenticationFailure® "coldStart*®
“fallingAlarm®™ "linkDown® *linkUp®
“risingAlarm®

<source_name>

id 0
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# configure terminal

(config)#

(config)# snmp-server trap linkUp

3.2.117 snmp-server user

SNMPv3

snmp-server user <username> engine-id <enginelD> [ { md5 | sha }
[ encrypted ] { <md5_passwd> | <sha passwd> } [ priv { des | aes }
[ encrypted ] <priv_passwd> ] ]

<username> SNMPv3 32

<enginelD> SNMP ID

md5 HMAC-MD5

sha HMAC-SHA-1

encrypted auth_passwd priv_passwd

<md5_passwd>/
<sha_passwd>

des DES
aes AES
<priv_passwd>

8 32

<priv_passwd>

<md5_passwd>/<sha_passwd>

SNMPv3 userl

ID  8000011603004066e0a742

HMAC-SHA-1
AES

passwd01

passwd01

# configure terminal

aes passwdOl
(config)#

(config)# snmp-server user userl engine-id 8000011603004066e0a742 sha passwdOl priv

3.2.118 snmp-server view

SNMP

SNMP

snmp-server view <view_name> <oid_subtree> { include | exclude }
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<view_name> MIB
<oid_subtree> MIB oID
include
exclude
SNMP TestView SNMP 1.3.6.1.4.1.278

0ID

# configure terminal
(config)# snmp-server view TestView .1.3.6.1.4.1.278 include
(config)#

3.2.119 username

username { <input_username> } privilege <priv> password { unencrypted
<unencry_password> | encrypted <encry_password> | none }

<input_username> O

<priv> <0-15>

<unencry_password>

<encry_password>

none NULL

userl 15 pswd01

# configure terminal
(config)# usemanme userl privilege 15 password unencrypted pswdOl
(config)#
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5.1 LED
AC
PWR  LED
(RJ-45)
LINK/ACT  LED NIC
MDI-X
SFP
5.2
9600bps 1
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Login
CONSOLE RS-232C
CONSOLE
POWER  LED
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5.3 TELNET/SSH

IP
ENABLE
ENABLE
TELNET/SSH
TELNET/SSH
TELNET/SSH
( TELNET SSH )
5.4
VLAN
ENABLE
100
100
5.5 SFP
SFP SFP
SFP
SFP
SFP
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5.6 PoE

Status Enable

(RJ-45)
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No.

LAN

IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.
IEEE802.

3 10BASE-T

3u  100BASE-TX, 100BASE-FX

3z 1000BASE-X

3ab 1000BASE-T

3u  Auto-Negotiation

3at PoE Plus (For PoE Model Only)

ITU-T

V.24/V.28

RFC1157
RFC1901
RFC1905
RFC1908

Simple Network Management Protocol (SNMP)
Introduction to Community-based SNMPv2
Protocol Operations for Version 2 of the SNMP
Coexistence between Version 1 and Version 2 of

the Internet-standard Network Management Framework

RFC2570

Introduction to Version 3 of the

Internet-standard Network Management Framework

RFC2575
1EEEB02
IEEEB02

View-based Access Control Model (VACM) for SNMP
.3ah Ethernet OAM (Ethernet in the first mile)
.lab LLDP (For PoE Model Only)

RFC1213
RFC1493
RFC1757
RFC2674
RFC2819
RFC2233
1EEE802

Internet MIB
Bridge MIB (1EEE8021-BRIDGE-MIB)
RMON 1, 2, 3, 9
Q-Bridge MIB (1EEE8021-Q-BRIDGE-MIB)
RMON MIB (STATISTICS, HISTORY, ALARM, EVENT)
ifMIB
.3ah  DOT3-0AM-MIB
MIB

RFC793
RFC768
RFC1350
RFC783
RFC791
RFC792
RFC826
RFC854
RFC954
RFC1305
RFC3164

TCP(Transmission Control Protocol)
UDP(User Datagram Protocol)

THE TFTP PROTOCOL (REVISION 2)
TFTP Client

IP(Internet Protocol)
ICMP(Internet Control Message Protocol)
ARP(Address Resolution Protocol)
TELNET

FTP Client

NTP(Network Time Protocol version)
SYSLOG

RFC951/RFC1541 BootP/DHCP Client

RFC4250
RFC4251
RFC4252

The Secure Shell(SSH) Protocol Assigned Numbers
The Secure Shell(SSH) Protocol Architecture
The Secure Shell(SSH) Authentication Protocol
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No.

RFC4253 The Secure Shell (SSH) Transport Layer Protocol
RFC4254 The Secure Shell(SSH) Connection Protocol
RFC4256 Generic Message Exchange Authentication for the
Secure Shell Protocol (SSH)
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